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Following the adoption of the Council Recommendations including Al Principles by the OECD in
May 2019 and the adoption of G20 Al Principles by the G20 in June of the same year, the focus on
national efforts and international discussions on Al is likely to shift to how to comply with these
principles and promote the social implementation of trustworthy Al.

This is true also for this Conference?, which compiled the "Draft Al R&D Guidelines for
International Discussion" ("Al R&D Guidelines" hereafter) in July 2017 and the "Al Utilization
Guidelines" in August 2019, and then conducted interviews with various stakeholders? including Al
developers, service providers, business users, and consumers in order to promote the "Safe,
Secure, and Trustworthy Implementation of Al in Society". These efforts are described in "Report
2020" (July 2020) and "Report 2021" (August 2021).

Based on interviews held by the Chair of this Conference from November 2021 to March 2022
("interviews" hereafter) following the publication of "Report 2021", this collection of case studies
introduces the efforts of business operators, experts, and relevant organizations ("business

operators and others" hereafter).

1. Overview of interviews
After compiling "Report 2021", this Conference used these interviews as an opportunity to

exchange opinions, based on presentations from business operators and others engaged in

advanced or ambitious efforts to implement Al in society. The main points discussed during these
interviews are based on the points discussed during interviews conducted for "Report 2020",* from
the perspective of promoting the "Safe, Secure, and Trustworthy Implementation of Al in Society".

Specifically, discussions focused on the following topics:

e WWhat measures are developers and users (Al service providers and business users) taking to
promote “Safe, Secure, and Trustworthy Implementation of Al in Society” or to increase
acceptance of Al by society?

e What issues do business operators and others face in attempting to advance these measures,
and what should be done to resolve these issues?

e What kind of environment should be created to increase acceptance of Al by society and
promote “Safe, Secure, and Trustworthy Implementation of Al in Society”?

Opinions were exchanged on these topics in order to further discussion®.

2 The "The Conference toward Al Network Society" held by MIC. This collection of case studies was
compiled as a supplementary volume of "Report 2022" released by The Conference toward Al Network
Society. For more information, see "Report 2022". Many examples of initiatives can also be found in
"Report 2021" (see Chapter 3 and Attachment 3 of "Report 2021").

3 For information on stakeholder categories, see "Al Utilization Guidelines".

4 The same points were used for discussion during the interviews conducted to compile the case studies
provided in "Report 2021". For details on these discussion points, see the introduction to "Report 2020".

5 More specifically, interviews were in some cases conducted from the perspectives of human resources
development and Al supply chains (in particular, during the fifth interview conducted on March 24, 2022,
opinions were exchanged to further discussion from the perspective of Al supply chains).
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Details of these interviews are summarized below.

Presented by Title
2021
First SoftBank Corp. Examples of Al use at SoftBank
interview [SoftBank]
(November 24) Panasonic Corporation Panasonic’s approach to Al
[Panasonic] | development and application
examples
Sharp Corporation, AloT Cloud Inc. Al initiatives at the Sharp Group
[Sharp]
Second Prof. Keiichi Nakayama (Medical Institute Application of artificial intelligence
interview of Bioregulation, Kyushu University) (Al) to medical biology
(December 22) [Prof. Keiichi Nakayama (Kyushu
University)]
Prof. Takuya Ueda (Clinical Al Human Clinical Al: An advanced Al R&D and
Resources Development Program, Tohoku | human resources development
University) center aiming to solve Global x Local
[Prof. Ueda (Tohoku University)] | medical issues
Mercari, Inc. Description of Al efforts by the
[Mercari] | Mercari Group
2022
Third Japan Data Management Consortium Ethics Framework for Al and Data
interview [JDMC] | use conceived by practitioners
(January 25) | Mitsui Sumitomo Insurance Company, Initiatives to promote digitalization at
Limited Mitsui Sumitomo Insurance
[Mitsui Sumitomo Insurance]
DAIKIN INDUSTRIES, LTD. Al human resources development
[DAIKIN INDUSTRIES] | efforts at Daikin Industries
Fourth West Japan Railway Company Data analytics initiatives at JR West
interview [JR West]
(February 15) | KDDI CORPORATION Al use cases and Al governance
[KDDI] | initiatives at KDDI
KPMG AZSALLC Initiatives toward verifying the
[KPMG AZSA] | appropriateness of Al applications
Fifth NTT DATA Corporation Supply chain risks associated with Al
interview [NTT DATA] | and NTT Data's responses
(March 24) | FUJITSU LIMITED Fujitsu’s Al supply chain initiatives
[FUJITSU]
Al Data Consortium Data use, issues, and initiatives
[AIDC]

(Note): Names of business operators and others as of the time the interview was conducted.
Names indicated in brackets ([]) represent abbreviations using in this text.




This collection of case studies should be of use to those who intend to start developing and
utilizing Al, those who are currently developing and utilizing Al but are facing some challenges, and
those who intend to further promote the development and utilization of Al, from the perspective of
promoting the "Safe, Secure, and Trustworthy Implementation of Al in Society".

Note that the wording used in this collection of case studies is based on presentations and

exchanges of opinions during actual interviews.

Although this collection of case studies has been compiled based on presentations and
exchanges of opinions held during these interviews, business operators and others are also
engaged in various initiatives other than those described herein. We plan to conduct interviews on
these other initiatives as necessary, and hope to play a supporting role in promoting the "Safe,

Secure, and Trustworthy Implementation of Al in Society".

2. Overview of initiatives by business operators and others
This section provides an overview of the activities of business operators and others, along with
an overview of the presentations and exchanges of opinions provided during these interviews

(presentation materials are available on the MIC website®). 7

8 Presentation materials from business operators and others for which permission to disclose was
granted are available at the following website.
< https://www.soumu.go.jp/main_sosiki/kenkyu/ai_network/02iicp01_04000232.htmI>
7 Terms used to refer to human resources development vary by business operator, and so the preferred
terms for each business operator are used in this collection of case studies.
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SoftBank Corp.: Examples of Al use at SoftBank

Overview of major initiatives related to Al development and use

Initiative ‘

Solutions by function:

structured data Al, other

Solutions by industry:
facilities, offices;

cities, construction, infrastructure

Overview
People recognition, object recognition, natural language processing,

Restaurants, retail, commercial facilities; athletes (B2C); commercial

Chatbot

Automatically answers customer questions about SoftBank
services and contracts (24 hours a day, 365 days a year).

Automated maintenance and
inspection

Conducts image analysis for maintenance and inspection
services using drones.

Automatic invoice reading

Automates accounting payment processes previously done
using physical documents.

Vacancy counting, people
tracking

Visualizes human movement for commercial facilities/offices.

Image processing (missing
items detection)

Provides product shelf monitoring solutions for the retail
industry.

Sign language recognition Al

Uses Al movement recognition to convert sign language into

service text.
Use of Al in hiring new Al evaluates and judges applications when screening new
graduates graduates.

In May 2020, the company established the "Institute for Al
and Beyond", a research center that brings together the
world's best and brightest people.

Human resources development

In April 2022, the company launched "Al Challenge", an
educational program for high school students to develop skills
in using Al.

e Al solutions
- Solutions by function

People recognition

Faclal image
matching

L

Gait detection

Object recognition

Matural language
processing

Object tracking




- Solutions by industry

Food and beverage, retail, commercial

facilities Commercial facilities, offices
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Initiative [1]: Chatbot

m Implemented on the company's official website, this solution automatically answers customer
questions about SoftBank services and contracts (24 hours a day, 365 days a year).
=> Helps improve customer satisfaction and reduces the load on call center operators

SoftBank SoftBank Corp. SoftBank
Helio
Have a question? Chat with Fepperand an operator for an answer, 0500

Chat Support N

0500
2 - How are
® ® BN you?
I

{é'.“‘ s ' 2 0500

>
i L _e Maybe it's still difficult for me
3 o - If you could type in more details, |
| might be able fo understand!
- |‘ I've thought of a few things. \What do
o pepper ! W you thinkc?

Recommended

» Three features emdronment m

Initiative [2]: Automated maintenance and inspection
m Conducts image analysis for maintenance and inspection services using drones.




Initiative [3]: Automatic invoice reading

m Automatically reads invoices in the internal expense reimbursement system, in order to
automate accounting payment processes previously done using physical documents.
=> Significantly reduces the workload on accounting department personnel in confirming and

entering information
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Initiative [4]: Vacancy counting, people tracking
m Visualizes human movement for commercial facilities/offices.

Intuitive congestion visualization and Congestion estimation based on
stiliness estimation entry/exit count

Congestion
slatus

i

Cameras installed at
entrance/exit

People tracked at entrance/exit,
counted as they enter/exit

Congestion in restaurant, lounge, etc.

Initiative [5]: Image processing (missing items detection)
m Provides product shelf monitoring solutions for the retail industry.
=> Reduces opportunity loss by automatically detecting when there are no products on shelves
and prompting employees to stock products




Initiative [6]: Sign language recognition Al service
m Uses Al movement recognition to convert sign language into text (90% speech recognition rate).

Communicate in front of the
|anguage screen using sign language

Movement recognized based
recognition | on skeletal structure

Language Al is automatically linked
processing | withDB

Language is converted into
conversion | text!

Initiative [7]: Use of Al in hiring new graduates
m Al evaluates and judges applications when screening new graduates.
=> Dramatically reduces response times and labor costs, reduces variability during evaluations

and keeps evaluations consistent
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75% reduction (from 679 hours to 171 hours)

Initiative [8]: Human resources development (Institute for Al and May 2020
Research center that brings
Beyond) ek

» Institute for Al
\J and Beyond

m Established the "Institute for Al and Beyond", a research center that brings

together the world's best and brightest people (May 2020). stablished




Initiative [9]: Human resources development (Al Challenge)
m Launched "Al Challenge," an educational program for high school students to develop skills in
using Al (April 2022).

Four types of Al that can be learned about through Al Challenge

Al that sees Al that predicts Al nees Al that executes
~ ~ ~ ~
Identificati Prediction Conversati Execution
on type Al type Al on type Al type Al
-Image recognition Al - Customer behavior -Chat Al -Machine control Al

-Video recognition Al
...etc.

prediction Al

-Demand prediction Al
- Error detection Al
..etc.

- Translation Al

- Natural language
understanding Al

-Voice recognition Al

...etc.

= Autonomous driving
Al

-Drone Al

-Image generation Al

-Music composition Al

...etc.




m Overview of presentations and exchanges of opinions at interviews

o In a vacancy count to show congestion, in order to safeguard privacy the congestion is visualized by
displaying icons to indicate the presence of people but prevent them from being identified. The technology
can also be used to visualize office and conference room congestion as a countermeasure against COVID-
19, and the company plans to begin offering it as a service.

o It is difficult to eliminate data bias completely, and so it is important to continue to make steady efforts to
collect a wide range of data in large amounts to improve accuracy. The company is also engaged in
technical efforts to prevent discrepancies based on factors such as race and gender. In areas where bias
could be caused by Al, humans take over.

o When used for recruitment, the first countermeasure is to use it so that it does not have any direct impact
on the decision to accept or reject. The goal is to reduce the amount of time humans spend reading
applications, not to have Al accept or reject applications.

o When Al rejects an application during the selection process for new graduates, this decision is always
checked by a human to ensure that no application is rejected based solely on a decision by Al This is true
also for interviews. Any interview rejected by Al must be confirmed by HR personnel, so that the decision
of whether the interviewee passes is not made by Al alone.

o Al is best suited to operations that would require great time, cost, and labor for humans to perform, such as
work consisting of many or repetitive tasks. However, it is difficult to use Al for operations where human
judgment is important or where making a decision itself is difficult. When Al is used during these kinds of
operations, final confirmation must be performed by a human.

o If performing an operation or task where any problem occurring during the process could not be tolerated,
a human would have to take over. This requires a lot of work, but can make up for the imperfect accuracy
of AL

o The company is building a system that allows people to communicate using sign language and speech in
real-time, so that hearing-impaired people and others can communicate naturally. This system uses Al to
track body movements during video calls (from the hearing-impaired person to the other person), extract
sign language characteristics and convert them into text, and automatically transcribe speech (from the
other person to the hearing-impaired person), so that both people can communicate more naturally.

o The company is working to develop a wide range of Al human resources, and offers online training
courses in data analysis and Al use. It offers a variety of Al training opportunities, including rewarding
individuals who pass practical qualification exams (such as statistical exams and algorithmic practical
exams), through its certification support system.

o In order to maintain sufficient Al human resources within the company, it is necessary to have a broad
knowledge of computer science topics such as statistics. Al human resources are therefore mainly
recruited from universities that provide education in such fields, or through mid-career recruitment. A
wide range of OJT training is also provided so that employees can acquire practical knowledge and skills
after joining the company.

o In May 2022, the company began running an education program for high school students to develop skills
using Al for business purposes. It consists of an Al utilization literacy course and a practical Al utilization
course. Students are expected to make use of learning data to create Al models and to incorporate Al into
actual web services and the Pepper robot, in order to solve familiar problems within their schools and

local communities.



Panasonic Corporation: Panasonic’s approach to Al development and application examples

Overview of major initiatives related to Al ethics and governance

Overview

Policies, guidelines,
and principles

Formulated "Al Ethics Principles" in November 2019.

Organization and
structure

Establish internal Al Ethics Committee.

Jointly develop quality assurance processes to satisfy customers.
Visualize basis used by Al to make decisions, using tools rather than the
intuition and experience of experienced engineers.

Transparency and
accountability

Cooperation and
collaboration with
external parties

Collaborate with overseas universities and academic societies to
acquire the world's most advanced Al technology.

Overview of major initiatives related to Al development and use

Initiative \ Overview
Lifestyle domain

Air conditioners Accurately control room temperature and energy

consumption.
Cleaning robots Autonomous control that allows for efficient movement.
Camera Autofocusing based on subject recognition.

Detects body movement, heartbeat, breathing, etc., and
Support for the elderly monitors activity and sleep.

(monitoring, walking support) | Walking support robots assist during training while optimally
adjusting the load.

B2B domain
Incorporates worksites within cyberspace and runs
On-site CPS simulations, in order to discover work inefficiencies and make
improvements.
Facial recognition Help streamline immigration and departure procedures at
authentication gates major airports nationwide.
Autonomously updated edge | Avoids issues with privacy by processing only on the edge
devices and services and uploading only the resulting metadata to the cloud. Al

update control is also possible.

Mobility domain

Unmanned automatic valet Safely and automatically parks a vehicle once the
parking system passengers have exited.

Currently conducting verification experiments using small

Robot delivery service . , ey . .
y delivery robots for a delivery service in residential areas.

Quantitatively determines and visualizes the status of
Battery usage service batteries used for electric mobility products (electric vehicles,
electric motorcycles, etc.) in real-time.

Employees are also allowed to work at universities, in order to develop a small

Human . . .
number of elite employees who are well versed in cutting edge Al.

resources

development Currently focusing on enhancing development programs to improve the quality

of Al human resources (developing Al architects).
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e Panasonic strengths in Al

Cyber physical system

[1] Embedded Al For oxample, . D ® © 9
Knowledge of embedding high-speed, high- qiitztne @k A <2
quality Al, developed through vehicle
applications
[2] People recognition Al [ ctousticors ystame
Knowledge of Al technologies for analyzing |
people, developed over many years E
[3] Data analysis Qi | oo s s
Knowledge of using chronological analysis - F
technology based on domain knowledge é_”ﬂ 4 [ 5

Sensing data

1easfud

[1] Embedded Al
B (2] People
recognition Al

Devices Sensors | Robots |

- Concept: Al used by experts in domain knowledge

Al = tools Data & domain expertise
' D H QA ' RanasoniclAIIE]DAICE
Cs L) ﬂs eYaffordcoscreation!
7 el A.‘-.. -~ .
Actively use top- Identify and select technologies to
ranking technologies solve problems

Initiative [1]: Formulation of Al Ethics Principles

m The company formulated its "Al Ethics Principles" as the minimum commitment required to
deliver safety and security to customers (November 2019). The company also established its
internal Al Ethics Committee, and promoted the establishment of a mechanism to thoroughly
enforce and update Al ethics.

Al Ethics Principles

Happiness Safety Fairness
Use Al technology that is capable being a
substitute for customer data and knowledge, in
order to provide products and services directly
linked with their lifestyles
Personal
Accountability information Monitoring
protection
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Initiative [2]: Quality assurance (black box elimination)
m Ensure the quality of Al (which functions as a black box).

Jointly develop quality assurance proc that satisfy Visualize basis used by Al to make decisions, using tools rather than the
customers intuition and experience of experienced Al engineers

Identify performance limits

Example of erroneous detection factor analysis of
traffic cones by Explainable Al
' ’ l (erroneous detection factor for stripes on traffic cones)

Initiative [3]: Cooperation with external parties
m The company collaborates with overseas universities and academic societies and engages with

researchers to create frameworks, in order to acquire the world's most advanced Al technology.

Partnership with academia Multimodal dataset for living spaces Movement recognition competition
Stanford A
University
Berkel ‘
O Berkeley - . B ey kB CVPR 2021
Building and release of data in collaboration with Development of Al models through work with leading

Stanford University Al academic societies

Initiative [4]: Use and application of Al in the lifestyle domain
m Air conditioners: Accurately control room temperature and energy Air conditioners
consumption. e
m Cleaning robots: Autonomous control that allows for efficient movement. n
m Camera: Autofocusing based on subject recognition.
Cleaning robots Cameras ;

Thoroughly maps homes, even
those with many rooms and
dark areas.

Example of area division and driving patterns
(from charaina stand)

- RoUN trip > Route trip
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m Support for the elderly: Monitor activity and sleep, and help with walking.

|

Condition detection such as sleep / lifestyle improvement Woalking support robot

Initiative [4]: Use and application of Al in the B2B domain

m On-site CPS: Incorporates worksites within cyberspace and runs simulations, in order to
discover work inefficiencies and make improvements.

m Facial recognition authentication gates: Help streamline immigration and departure procedures
at major airports nationwide.

m Autonomously updated edge devices and services: Allow for images to be processed only at the

edge.
Sites (physical)
Manufacturing sites
: Feedback loop :
Cyberspace (cyber)
[1] Digital conversion of site [2] Site simulation
Use cameras to extract/analyze the flow Propose optimal solutlon based on flow
of people and objects F layout, p

X

. 1 App Deploy & Conlrol

e 10T edge devices Data utilization service
ey o s
capable of Al
processing video
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Initiative [5]: Use and application of Al in the mobility domain
m Unmanned automatic valet parking system: Safely and automatically parks a vehicle once the
passengers have exited.
m Robot delivery service: Currently conducting verification experiments using small delivery robots
for a delivery service in residential areas.
=> Helps create an abundant and convenient lifestyle by reducing the
time and effort required for shopping

Unmanned automatic valet parking system Robot delivery service
o w
' J“ = . Stopping, talking with people
Control server _. Safety
""""""" Human-coordinated
robot

Safety authentication. interaction

Stable AV transmission, secure

La.ss Secure
sl ot i S | Remote monitoring,
operation
-

| Communication band estimation,
measures against hacking

[ g rm——
1 poseizie withaut needing &

Designed to be used in in-vehicle ECUs, the Danger prediction, delivery plans
Efficiency

lightweight Al can detect people in various positions 3 -
and attires with a small amount of computation, wg’m‘:m
including people that are partially concealed.

The advanced emergency braking system can
respond to people stepping in front of the vehicle.

Al detection, digital twin

m Al-powered battery usage service: Quantitatively determines and visualizes the status of
batteries used for electric mobility products (electric vehicles,
electric motorcycles, etc.) in real-time, helping to ensure that
batteries are used safely and optimally.

Cloud-based battery management service

No need to worry about Battery replacementicharging Even more convenient
charging natification with use
e ™
[ UBMC | i i
_________ _@ Accurate battery Real-time remote Continuous feature
| Value enhancement service : state estimation monitoring updates
| Highly accurate battery state Al

Highly accurate battery state
estimation

| Battery state eslimation

Ex Q@ |

B}

=]

N o Bl A a=* )y
]
. dy; glafi Travel range set  Optimal route
O @&
Battery knowledge Highly efficient loT Data analysis, OTA
and Al estimation system
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Initiative [6]: Human resources development

m Increase "Data & Al for Co-Creation" (DAICC), train expert Al human resources, and implement

measures to improve the quality of Al human resources.

o Increase "Data & Al for Co-Creation" (DAICC): Develop software engineers to support the

creation of digital products, as Al human resources

o Train expert Al human resources: Develop a small number of elite employees who are well

versed in cutting edge Al (cross-appointment system)

o Improve the quality of Al human resources: Develop experts and train them to become Al

architects

Human resource acquisition/development
initiatives and plans

1100

318

128

16 17 18 19 20 21

Al human resources development program

Deap Machine Data Data
Learning learning = Mining  Analytics

Basic/applied
courses

Practical Topic-based training
course

trengthenad or
newly created

Expert development

Al Engineering

Al Quality Business
Assurance Processes
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m Overview of presentations and exchanges of opinions at interviews

o The company believes that Al is a tool to be actively utilized in promoting the implementation of Al in
business, and that problems in the field are solved by identifying necessary technologies. Under the
concept of DAICC (Data & Al for Co-Creation), engineers with data and domain knowledge use Al as a
tool to solve problems.

o The field of Al continues to evolve at a rapid pace, so it is important to incorporate the most advanced and
necessary technologies (especially those that have a clear path to practical application), and the company
is increasing cooperation with world-class universities such as Stanford University and University of
California, Berkeley.

o In the nursing care field at facilities for the elderly, the company is using non-contact room sensors to
detect the movement, heart rate, respiration, etc. of residents, and to log and analyze life rhythms to
improve life, sleep, etc., as a monitoring and peace of mind service. Walking support robots help the
elderly during walking training while adjusting the optimum load according to the individual situation.

o Autonomously updated edge devices and services process images only on the edge side and upload only
the resulting metadata to the cloud, avoiding issues with privacy and transmission volume.

o The company is conducting verification experiments using small and low-speed delivery robots for a
delivery service in residential areas. In addition to the growing shortage of delivery personnel, there is a
need to respond to new lifestyles, such as non-face-to-face and non-contact services. The company will
accelerate its efforts to develop new delivery services by utilizing its accumulated knowledge in robot
technology.

o Compared with normal software development, Al development requires an understanding of how to make
good use of Al in the planning of services and products. It also may have a strong impact on social life,
and must therefore be checked from an ethical perspective. Al operates based on learning data, so it can
quickly become a black box and quality assurance often requires the application of special techniques.

With this in mind, the company is focusing on establishing Al ethics principles and a quality assurance
concept, as well as on Al engineering from the perspective of the entire Al development process.

o The company has created its own guidelines on what must never be done with Al and has established its
"Al Ethics Principles" as the minimum commitment required to deliver safety and security to customers.
The company has also established an internal Al Ethics Committee, and is promoting efforts to ensure
thorough implementation of Al ethics and to establish a mechanism to update ethics as soon as possible.

o Al is a black box, so it must be developed in a way where customers are satisfied with the causal
relationship between the learning data and results. Quality assurance processes must therefore be
established jointly with customers.

o The company has introduced false detection countermeasures by visualizing the basis used by Al to make
decisions, with a high level of accuracy. This allows causes of erroneous detection, which had previously
been estimated based on intuition and experience, to now be identified instantly, reducing the time
required for countermeasures by half.

o Since FY2016, the company has been working to enhance its Al human resources. In 2021, it was able to
train more than 1,000 individuals capable of using Al technology. Each operating company of the Group

has established an organization to investigate Al utilization.
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o The company has introduced a system that allows its employees to also work at universities (cross-
appointment system), in order to develop more expert employees. These employees continue to be
adopted by notable academic societies, and continue to achieve excellent results in international
competitions, and are leading the field of Al technology.

o In the area of human resources development, the company is focusing on improving the quality of its
human resources based on the concept of retaining employees. Beginning with developing human
resources who are experts in using Al, the company believes that the development of Al architects who
excel in Al engineering and quality assurance will be a priority, and is therefore enhancing its

development programs.
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Sharp Corporation: Al initiatives at the Sharp Group (Al education initiatives using RoBoHoN)

Overview of major initiatives related to Al human resources development

Initiative Overview
Conduct technology education for elementary school students using
Human resources the RoBoHoN communication robot.
development Arouse interest in Al technology through learning about Al
technology.

e Thoughts on initiatives in the field of education
- The company wants more and more people to become interested in and be able to use new
technologies.

S

Initiative [1]: Al education initiatives utilizing RoBoHoN

m Conduct technology education for elementary school students using the RoBoHoN
communication robot.
o RoBoHoN: The robot that makes you look forward to tomorrow

RoBoHoN learns by remembering your family member'sfaces, and what you care about.
What's more, RoBoHoN will continue to learn new things as you download new songs/dances and
other regularly added applications.

o

- Talk to it to unwind.

Smile at its funny posing.

You'll feel a little lonely when it's not around.
It's a really strange thing.

You are a little excited about going home and going out.

It makes you happy when you are alone, and it also gives
you a chance to enjoy conversation with your family.

18



o RoBoHoN programming education features, and examples of use in local public organizations

[1] Cutting-edge, tangible robot can be moved at will.
[2] Able to design communication such as conversations.

[3] Small and easy to handle, so will not cause injuries to children.

Okayama Prefectural General Nagaoka Board of Education Himeji Municipal General
Education Center (Niigata) Education Center

15 RoBoHoNs and PCs were loaned 36 RoBoHoNs were provided for lessons 74 RoBoHoNs were provided (one per
to public schools throughout the at elementary schools throughout the elementary school in the city).
prefecture, along with the curriculum. city, for use by 3rd grade students and The goal is to develop human resources with
above. an awareness of the future.

<Example program> o
Singing,
dancing

Perform various N
. "H Birthd. |
actions @ TazENET
amd'meﬂ:ises I

Use camera to look
for faces

Speak in English,
Chinese, Korean

" “hello” |

Use voice recognition
to hear what

. someone is saying
Use brightness sensor Use GPS to

to detect brightness measure
Jatitude/longitude m

o The need for Al literacy education

- Al voice recognition
« Al image recognition

* Al interaction generation

Children use RoBoHoN to learn about
Al technologies used in familiar
products, get interested in Al

- technology, and think about Al
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o Example curriculum

Tell the difference between RoBoHoN and a panda

Cutting-edge technology is not magic!

B In short, what is "Al?"

Gather a lot of Learn a lot of

data

features Predict

Try showing RoBoHoN many ﬁ picture seems ea® How does RoBoHoN respond
&wr@s D;;,%::HONS and \ learn from? / once a prediction is made?

"Show me my picture! I'll remember it!"

Study No. times

Study No. times

"Okay! I'll figure it out now!"

Turn the Al camera
true -
Block (o) If I thought No.
Block

No image

Else if | thought No. " is

Block "It's a pandal"

|-

No image
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o Photos from demonstration lessons

‘ Let's try distinguishing between glasses,
cellophane tape, and a stapler!

It's hard to recognize when the background ‘
‘ is complicated!

Let's try learning with it placed on a piece of
N white paper!

: ‘ What about rock, paper, scissors?
= Let's try!

<Comments after the demonstration lesson>

| realized that Al has a high level of learning ability, and | felt that it will be necessary in the near
future.

Al can distinguish products, even though computers in the past could not. Very useful. Now that we
can do things that we couldn't do in the past, labor shortages shouldn't be a problem. Al can do the
work of a receptionist, so aging of the population shouldn't be a problem.

We can learn from failure. | can learn from my teacher and make my own things.

With Al, even people who are alone can make friends quickly. No one will need to feel lonely, since
they can talk with Al.

Al is very smart and was being used to do reception work at a cleaning company. | think Al will do
all the work in the future, so there won't be a problem even if there are only a few people to carry on
the business. | want to try living with Al now.
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m Overview of presentations and exchanges of opinions at interviews

o As a consumer electronics manufacturer, the company wants more and more people to become interested
in and be able to use new technologies. With this in mind, it has been providing programming education
solutions using the RoBoHoN communication robot, since 2018.

o Instead of merely looking at a screen, students can actually operate a robot using the programs they create,
or design a conversation or other types of communication. Due to its small size and ease of handling, the
robot has also been introduced to various local public organizations and is now being used nationwide.

o RoBoHoN is designed to control motion (such as cameras and sensors) in addition to movement and
speech programs.

o Since February 2020, the company began engaging in Al literacy education initiatives in addition to
programming education. The aim of Al literacy education is to increase the number of people who can
develop Al technologies in order to realize a society where Al is increasingly utilized going forward.
RoBoHoN is used to teach people about Al technologies used in everyday life, and to stimulate interest in
Al technologies at an early age so that students will have an opportunity to think about AL

o The purpose of the company's programming initiatives is to encourage children to interact with Sharp
products (RoBoHoN) and use them to learn. It is not intended to feed back into other businesses.

o Programming topics are decided by the children. The goals are to teach children what they should be
learning and how to make use of learning opportunities, and for them to learn what kinds of programs they
can develop by having the robot recognize various things.

o RoBoHoN is capable of voice recognition, image recognition, and interaction, and these mechanisms are
used to teach the curriculum.

o For example, one task would be to create a program that uses image recognition to distinguish between
RoBoHoN and a panda. In addition to creating the program, students actually use the program to make the
Al learn and make decisions, allowing them to learn not only by creating the task but also by experiencing
how it works.

o During demonstration lessons, children study and experience the most efficient ways to learn as they go
through a process of trial and error while creating actual programs and then having the robot learn and
make decisions.

Students can be very creative and focused on their own solutions during demonstration lessons, and
students have indicated after lessons that they are now more interested in Al

o Due to the spread of COVID-19, the company has not been able to provide lessons at schools, but hopes to

offer more lessons and create more opportunities for children to experience Al

22



Prof. Nakayama (Kyushu University): Application of artificial intelligence (Al) to medical
biology

Overview of major initiatives related to Al development and use

Initiative | Overview

In order to accurately predict the prognosis of breast cancer
patients, researchers selected 23 of approximately 20,000
genes, and then determined optimal parameters.

Estimating cancer prognosis
using Al

Researchers quantified a protein with a three-dimensional
structure (ball) using only one-dimensional structure (string)
information, and then matched this against compounds to
predict a score for binding (calculations can be performed
accurately and quickly).

Al-based drug discovery
revolution

Initiative [1]: Estimating cancer prognosis using Al

m Researchers selected 184 of approximately 20,000 human genes thought to affect cancer
prognosis (286 genes were initially selected, but then 184 genes unrelated to factors such as
race or environment were selected from this number). Then 23 genes for which significant data

can be obtained were selected, each gene was weighted, and optimal parameters were set. A

molecular prognostic score (mPS) was assigned, patients were divided into six groups, and their

prognoses were tracked. Each group matched the prognosis exactly.

o Traditionally, cancer prognosis is scored and determined using TNM classification based on
past statistics (T: tumor size, N: lymph node metastasis, M: distant metastasis). TNM
classification was developed 70 years ago (1952) and is still used today.

-> Al was used to develop an accurate prognosis system, in order to improve this situation

The TMN classification was developed 70 years ago.

TNM classification for breast cancer Clinical stage and overall survival

o
{

Tumor 0 1 2 3 808 B ,H_Sqtfge 1
T Stage 2
% 0.6 o
—> Zo4 . Stage 3
Nodal 0 1 2 =
g & Stage 4
6 u T T T T T T
M 0 20 40 60 80 100 120
ot Follow-up (months)
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o Researchers tracked prognoses with gene expressions split into two values, and selected
genes with an impact on cancer prognosis

| Separation at median _| [ _Relation of c-Myc and 0 _| [ e | IErE [Enosri |
10 i 10+
10 4 K“l _\\‘:_‘“ Y__\—\ \\_.
3 084 - .‘q"‘u., ‘ g 1] \ a8 . \\-- . o8 \\_\m. -
E B ' o8 e (1]
F] (LB L"\ i [T] }
g 044 E (TR 04 (TP
024 0z 02 oz
Pl 5| Logrank P = 0.468 ao|LogmnkP= 622x10¢ | Logrnk P+ 296x 10*
o 2 3 4 o 20 40 60 80 100 120
0 0¥ © 0 0 WX 9 20 @ 0 0 W W 0 20 & ® W W 120
c-Myc Expression Months Months
log (RSEM) . . . .
There was little difference in most of the approximately 20,000
Prognosis tracked by high/low gene expression (blue: low, genes (left), but a difference was seen in 286 genes.
red: high) + 117 genes where prognosis is poor if expression is high (center)

» 169 genes where prognosis is poor if expression is low (right)

o Researchers selected 184 genes unrelated to factors such as race or environment, and then
used Al to select 23 of these genes for which significant data could be obtained; each of these
genes was then weighted to determine optimal parameters, and a molecular prognostic score
(mPS) was created
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Select 23 penes —I mPS (molecular Prognostic Score) l

o When researchers divided mPS into six groups and tracked prognoses, they found that the
actual prognoses of all six groups matched closely with predictions
-> The mPS system was shown to accurately predict prognoses

1.0
[2]
£ — 0.8
g =
g Eo.sw
B 3
5 0.4
2
E &
< 0.2
. i P=20x107"
T T T T T T
0 10 20 30 40 50 0 20 40 60 80 100 120
mPS Number at risk Follow-up (months)
mPS0-5 52 51 51 48 45 44 42
Mean 24.873 mPS5-11 199 196 189 175 166 151 131
IQR 15.915-34.030 mPS 11-25 684 658 616 564 498 422 339
SD 11.297 mPS 25-36 593 548 485 421 370 305 250

mPS 36-45 340 308 244 206 178 160 136
mPS 45-50 36 36 27 18 &7 4 11 10
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o Combining mPS systems with TNM classification can result in even more accurate decisions
-> For example, the mPS system can be further divided into six stages (A through F) even if a
case is determined to be Stage 2 according to TNM classification, which can contribute
toward investigating life plans and determining appropriate treatment (patients in groups A
or B may not require chemotherapy or anticancer drugs)

Breast cancer patients (n = 2336)
1.0

Clinical stage A
- = B & 8 087 ~_%
5 8 8 & S 06 —
g 8§ 8§ 8 . y 4
nh O B b T 044 i .
mPS 0-5 A A A g —
0.2 )
mPS 5-11 A ]
0
o |mPS 11-25 ] C 20_ 40 60 80 100 120
% Number at Risk _ Follow-up (months)
mPS 25-36 NS g |ClassA 158 149 140 130 117 102 90
- '3 ClassB 434 405 344 305 258 225 181
ClassC 717 589 469 401 338 268 202
mPS 45-50 F-1 % ClassD 527 432 340 280 222 178 152
g Class F-l1 227 147 a3 =T 47 3( 24
= IClass F-ll 24 18 9 6 5 4 3

o Many of the 23 genes had not been researched thoroughly, and if they had been researched

under human biases, the results could also have been biased, leading to incorrect

developments
Binary score

Gene symbol Gene name High Low  Weight PubMed
FOXM1 Farkhead box M1 1 0 3.424 130
CPT1A Carnitine palmitoyitransferase 1A 1 0 3.399 0
GARS Glycyl-tRNA synthetase 1 0 2.539 0
MARS Methionyl-tRNA synthetase 1 0 2312 14
uTP23 UTP23, small subunit processome component 1 0 2.311 O
ANLN Anillin actin binding protein 1 0 2225 6
HMGB3 High mobility group box 3 1 0 2.202 3
ATP5F1B ATP synthase F1 subunit beta 1 0 1.934 0
$ APOOL Apolipopratein O like 1 0 1.754 0
{]CJ CYB561 Cytochrome b561 1 0 1.594 0
O GRHL2 Grainyhead like transcription factor 2 1 0 1.526 11
) ESAPI Epithelial splicing regulatory protein 1 1 0 1.485 17
o ER Ezrin 1 0 1.372 3
~., RBBP8 RB binding protein 8, endonuclease 0 1 3.095 26
C |cmBP Cold inducible RNA binding protein 0 1 3.083 3
O PTGER3 Prostaglandin E receptor 3 0 1 2.802 4
LAMA3  Laminin subunit aipha 3 0 1 2,601 1
OARDT O-acyl-ADP-ribose deacylase 1 0 1 2.008 0
ANKRD29  Ankyrin repeat domain 29 1] 1 1.886 0
EGR3 Early growth response 3 0 1 1.836 15
DIRAS3 DIRAS family GTPase 3 0 1 1.821 28
MITD1 Microtubule interacting and trafficking domain containing 1 0 1 1.425 0
LAMB3 Laminin subunit beta 3 0 1 1.366 5
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Initiative [2]: Al-based drug discovery revolution
m Researchers digitized and quantified proteins and compounds with three-dimensional structures
using only one-dimensional structure information, and then performed matching in order to
determine whether there is a connection between the therapeutic target and drug. Calculation is
more accurate and faster than conventional methods (experimental matching or docking
simulation [3D]).
=> Discoveries include drugs for treating many diseases such as promising anticancer drugs
and drugs that reduce the risk of COVID-19 infections
(Note) Although the three-dimensional structures (balls) of many proteins are still unknown, all of
their one-dimensional structures (strings) are already known.
o It has taken lot of time, effort, and money to research how proteins and compounds bind

B What are proteins? Protein

Compound

™% o o

{
f’i-* Ti_.jf Primary structure (string): All known

v~ 4

" *Stringy substance consisting of amino acids

' Tertiary structure (ball): Many

unknown
*Ball-like substance in which stringy substance is

* Protein = 20,000 types
« Low-molecular compounds = 100 types

Method for examining protein-compound bonds
[1] Experimentally combine proteins and compounds (current mainstream method)
-> Only a small number of compounds can be examined, and doing so requires a
great deal of time, effort, and cost
[2] Docking simulation (3D)
-> Many have unknown three-dimensional structures, and a large amount of time
is required to calculate them

=> Develop new method: [3] LIGHTHOUSE (one-dimensional)
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o LIGHTHOUSE: Matches proteins and compounds in a one-dimensional state to determine

whether there is a connection between the therapeutic target and drug

LIGHTHOUSE : Lead Identification with GrapH-ensemble network for arbitrary
Targets by Harnessing Only Underlying primary SEquence

O

Protein Compound
e
- Q-0 L °S°
{Amino acid sequence)
Al-based quantification J
Use Al to determine i i P target

and drug

Protein Encoder MeriSer
[T ———— Protoin-Chemical rolevance decoder
sorisa ranral ratacr
Primary amenc-acd sequence
Mo 30 atructural infrmation s regusted
> (= o = 20O
ALES e
MILES axgrmssce et ey at ez
l Cormven
cOoH =
[T,
OCOCH,
Two typss of training data
o
& Training In $TITCH databass 1.5 milion)
m— = U—) O Drug-like
B Training with BindingDE databass 1 milion)

Bonding
strength = Chesecsl

|:|—) . "How effective?"

LIGHTHOUSE is significantly faster than the docking simulation (3D) method

LIGHTHOUSE (1D)

1.0 =
2 08 > * Possible even without
s 06 & structure information
2 o4 * 6,000 compounds per
g P minute
g 02—~
0o ¥
0 02 04 06 08 10
False positive rate
AUC =0.84

Docking simulation (3D)

A Hsin et al, Nucleic Acids Res. (2016)

2 71
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; P4 structure information
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LIGHTHOUSE can discover promising anticancer drugs and COVID-19 drugs

Discovery of drugs that strongly inhibit PPAT (cancer malignancy
factor)
(Mav be candidate far new cancer drua

* Protein: PPAT {cancer malignancy factor)... Unknown structure {dodking simulation not possible)

One billion...

How effactive™

10,000 times the cumrent drug discovery level

Prediction of PPAT inhibitors using

LIGHTHOUSE
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Verification via experiments
on discovered compounds

Discovery of drugs that help prevent the spread of COVID-19

* Protein: COVID-12 receptor protein (ACEZ)
* Compeounds: 10,000 {existing drug only)

Using LIGHTHOUSE to predict
drugs to treat COVID-19

Verification via

experiments on discovered
compounds
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m Overview of presentations and exchanges of opinions at interviews

o TNM classification (T: tumor size, N: lymph node metastasis, M: distant metastasis), which was created
based on past statistics, is used to determine the prognosis of cancer. However, it was created about 70
years ago and lacks accuracy, so researchers used Al to create a more accurate cancer prognosis system.

o Researchers examined the expression of about 20,000 human genes and found that 286 genes had different
prognoses depending on the amount of expression. As they continued their research, they found that 184
of these genes had an effect of prognosis regardless of factors such as race or environment.

o Researchers also discovered that they could obtain significant data if using 23 of these 184 genes, so they
selected 23 genes and assigned weights to each to determine optimal parameters, in order to create a
molecular prognostic score (mPS). They divided mPS into six groups (groups A to F) and then tracked the
prognosis of each. The prognosis of each group matched closely with predictions.

o For example, this method is extremely useful if the TNM classification is determined to be Stage 2. mPS
can be used to divide patients into groups with a good prognosis (groups A and B) and those with a bad
prognosis (groups E and F).

o The ability to accurately estimate a cancer prognosis will [1] allow the patient to know exactly how many
more years he or she can live, [2] help physicians to create treatment plans and eliminate unnecessary or
excessive treatment (for example, patients in groups A and B do not need to receive strong anticancer
drugs), and [3] allow life insurance companies to calculate accurate insurance premiums and create
policies that better suit each individual patient.

© Many of the 23 genes that were ultimately selected are not well known or have not been thoroughly
researched. If they were to be studied under human biases the results could also be biased, leading to
incorrect developments. Shifting toward data-driven research that eliminates bias will likely reveal the
true powers of Al

o When creating a new drug, it is necessary to determine whether a protein binds to a compound and how
strongly they bind. However, examining the approximately 20,000 types of human proteins and 10 types
of low-molecular compounds would be extremely difficult.

o The main approach that is currently applied is to actually experimentally combine proteins and
compounds. However, this is very time-consuming, labor-intensive, and expensive. Furthermore,
pharmaceutical companies have only from 100,000 to 1,000,000 different types of compounds, which is
only a fraction of the 10 types of compounds that exist, making it impossible to examine them all.
Additionally, docking simulations (in which binding is simulated on a computer) cannot be used unless the
three-dimensional structure is known, and there are many cases in which this is not the case. Calculation
can also take an enormous amount of time.

o Based on the fact that a one-dimensional structure (string) will form a three-dimensional structure (ball)
when folded, researchers considered whether there might be a correspondence relationship even with a
one-dimensional structure. With this in mind, they created the "LIGHTHOUSE" software, which is used
to replace proteins and compounds with one-dimensional numerical vectors and determine relationships
with binding force.

o LIGHTHOUSE is capable of making decisions with almost the same accuracy as a three-dimensional

docking simulation. It can even made decisions without three-dimensional structure information, making
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it possible to screen an extremely wide range and large amount of information (LIGHTHOUSE: 6,000
types/min. [when using a PC], docking simulation: two to three types/min. [when using a
supercomputer]).

o Researchers were able to use LIGHTHOUSE to discover candidate compounds for new anticancer drugs
and drugs effective against COVID-19.

o The greatest strength of LIGHTHOUSE is that its operation is very light and it can calculate at several

1,000s of times the speed of a supercomputer when used on a standard PC.
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Prof. Ueda (Tohoku University): Clinical Al: An advanced Al R&D and human resources
development center aiming to solve Global x Local medical

issues

Overview of major initiatives related to Al human resources development

Initiative | Overview
Established "Tohoku University Hospital Al Lab", a problem-solving
verification space.

Promote research and development of Al based on a design
concept that incorporates perspectives from the medical field.

-> Experience both general design concepts and unique medical
biodesign processes

Consistently develop medical Al human resources in three stages:
Human resources

development university undergraduate education (medical school), initial hospital

training, and graduate school education.

Tohoku University, Hokkaido University, and Okayama University
have teamed up to promote the "Clinical Al" project, which aims to
solve GLOCAL (global and local) medical issues.

Develop human resources who will work with hospital and medical
departments and who are capable of connecting medical issues

with technologies.

Initiative [1]: Smart Hospital Project (Tohoku University Hospital Al Lab)

m As one means of achieving the goal of "Comfortable for All", "Tohoku University Hospital Al Lab
is a problem-solving verification space that provides companies with old hospital beds for use in
verifying research and development, and allows them to conduct joint research and
development that incorporates various perspectives from the medical field. In addition, research
and development of Al based on a design concept that incorporates perspectives from the

medical field is also being promoted.
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Tohoku University Hospital Al Lab

performed by OBL order to provide spaces to verify R&D and help
— develop new services for commercial use.

®— Phamaceutical support

Function Old hospital beds are loaned as test beds, in T

Commercialization

®— Clinical trial suppert

Support based on
regulstory science

-—

Verification using Support through industry-
test beds university parinerships

OPEN BED
- Laob
L M

Creation of ideas
to meet needs

Intraduction of bio-
#—— dasigns, creation of

Search for medical protapes

needs

: Doctors, medical
rasearchers, comporate,
i
‘ AsSU ‘ faculties of science and
technolagy, students, etc.

_________________________________________________________________________________________

' Issues facing Al research
! = There is little research on Al focused on medical value
' -> In the future, it will be important to develop Al focused on clinical significance

o Research and development of Al based on a design concept that incorporates perspectives
from the medical field is being promoted.

What are design  Ahuman-centered approach
concepts? to innovation

Design
thinking

Industrialization
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Creative approach based on design concepts
.class'rﬁi;c;jla\_ rﬁﬂissues to fin\
Brainstorming

A creative approach based on defining issues
rooted thoroughly in clinical needs
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Initiative [2]: Consistent development of medical Al human resources

m The organization is engaged in consistently developing human resources capable of discovering
areas where medicine comes together with data science, by providing consistent education in
three stages: university undergraduate education (medical school), initial hospital training, and
graduate school education.

Consistent development of medical Al human resources

Graduate school education StEP 3
Medical Al human resources
development project
I
Clinlcal AL

®
Initial hospital training Ste p 2 @

TUH
Diagnosis information processing training
(Al training)

o Step 1: University undergraduate education (medical school) (Al, mathematics, and data

science program)

* Basics of Information (required)
- Python and data literacy
* Practical Machine Learning 1 (optional)
* Practical Machine Learning 2 (optional)
* Introduction to Machine Learning
Algorithms (optional)

o Step 2: Initial hospital training (diagnosis information processing training [Al training])

— T——vwT
Work hard with
1
ambitious colleagues, and...

M

e

¥
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o Step 3: Graduate school education (medical Al human resources development project)

Clinical Al: A cutting-edge Al R&D and human resources

development center
aiming to solve "Global x Local" medical issues

Intersection of technology and design concepts _ _
Overview of medical Al

Understanding Al
Al engineers
res::?::';ers Fusion of
technology £ Medical Al training
eEE e and empath = i
technologyltools pathy : Design concepts
Overwhelming E Workshops
technology-driven \ o
innovation 1 Al £
g Research on medical
> @ : . ’
o i issues in affiliated
° Innovation to create 2 departments
8 value i Medical Practical design concepts
A= Market-driven driving designconeepts| | practitioners
g user-based innovation Recagnition of real
!__ issues at clinical
practice sites

Meaning

Initiative [3]: "Clinical Al" project
m Tohoku University, Hokkaido University, and Okayama University have teamed up to promote the

"Clinical Al" project, which aims to solve GLOCAL (global and local) medical issues.

GLOCAL. "Global x local" medical issues solutions

Adapting to global medical
issues

Global
conversion

Regional universities are the showcase for medical issues
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Initiative [4]: Ideal medical care and Al human resources development
m The organization is developing human resources who will work with hospital and medical

departments and who are capable of connecting medical issues with technologies.
o © ©

I I I Data collection I I

Identification of needs . Research papers
) ) Data organization " )
Data confirmation ’ (structuralization) ’ Competitive funding
Affinity with Al Intellectual property

. Algorithm selection .
Outcome selection . Business
I I I Programming I I I

Al data scientists
Math researchers

Provision of Translation of medical
technology/knowledge knowledge
Work hospital and medical

. ) issues and technologies
departments to link medical 9

Knowledge Ideas

- Hospital h
departments

Al adaptation l Ciinical ideas

Future medicine:
Healthcare and welfare services that contribute to solve future
society issues by making use of data and technology

T *
I %
Wateh from Individualized
‘m

Engage in collaboration between humanities and science,
industry, government, and academia, and across national
borders, in order to develop future technologies and individualized
medical care, implement the future of medical care in the Tohoku
region (which is facing the issue of an aging population today),
and share solutions with the world
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m Overview of presentations and exchanges of opinions at interviews

o Tohoku University Hospital is promoting the "Smart Hospital Project" under the concept of "Comfortable
for All," and is working to make the university hospital function as a framework for making both patients
and medical staff happy. The concept of a "Smart Hospital" goes beyond simply installing digital devices,
and places an importance on the concept of how patients and medical professionals approach medical
care. It is important to maintain a concept of "matching technology" in introducing digital technologies
that fit this concept, and of how to combine the value of medical care and the value of human life with
technology.

o Research on Al has continued to make advances in the field of clinical medicine, but some individuals in
the medical field believe that there has been little research on the true value of medicine. The problem
here is that data science has yet to catch up with the needs of medical personnel. It will be important to
develop Al with a greater focus on medical significance.

o " Tohoku University Hospital Al Lab" was created as a verification space in one floor of the hospital, so
that data scientists could work with medical personnel to create value together. The focus here is on
research and development of Al based on a design concept that incorporates various perspectives from the
medical field.

o The design concept is to take an approach toward creating innovation with a focus on humans. Even in
medicine, it is important to first incorporate design concepts and consider the medical value that doctors
find important in the medical field rather than prior technology, and to discover "fusion points" with Al
that match this.

It is important to develop human resources who can find these "fusion points", and the organization is
attempting to develop human resources who are medical practitioners who also understand data science
and can discover areas where these fields meet, within a consistent education program that consists of
three stages: university undergraduate education (medical school), initial hospital training, and graduate
school education.

o Tohoku University, Hokkaido University, and Okayama University have teamed up to promote the
GLOCAL (global and local) "Clinical AI" project. Most issues in the medical field (including doctor
shortages and increasingly aging populations) are not in urban areas but in rural areas, so universities in
rural areas are working together to develop human resources who can match Al with solutions to solve
these issues. Each university and hospital has its own characteristics, with Tohoku University focusing on
hospitals and Okayama University focusing on pharmaceutical department work.

o The organization has incorporated programs to study design concepts. In addition to programs to study
standard design concept processes (such as how to reduce waiting times at hospitals), there are also
programs to study processes such as biodesign itself or what needs to be prepared in order to develop AL

o Instructors also apply ingenuity, and all trainers and teachers are trained in coaching. Rather than
"teachers", they are more like colleagues that consider topics together.

o Medical personnel are aware of medical value, while data science personnel are experts at algorithms.
However, there are few people that are experts in both fields. The program is designed to develop human
resources capable of bridging both fields, and the hope is to develop human resources who can conduct Al

research utilizing design concepts while remaining sensitive to the needs of the medical field and with the
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values of doctors.
o Sharing patient data outside the hospital is currently very difficult. Although it would be best to share data
with external organizations, we are not yet at that stage. The approach being used now is to keep data

inside and share only analysis results and models.
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Mercari, Inc.: Description of Al efforts by the Mercari Group

Overview of major initiatives related to Al development and use

Initiative | Overview
Recognizes listing images, and suggest product titles and

Al listin
9 brands in real-time.

L Provides recommendations based on past purchases in the
Personalization )
recommendations tab.

"Merpay Smart Payments" presents a spending range based

Credit Scoring on customer transaction information and "Merpay" payment
history.
Fraud Prevention Detects fraud and suspicious transactions.

e Business development

@ mercari @ Pay MERCARI @ shops

O 0

s BB

- "Mercari" flea market app & .
> Target marketplaces for Mercari mercari
v Company announces "Marketplace Principles" formulated with external experts (January

2021)
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Widely share basic concepts used to write terms of use and guides with everyone who participates in the
marketplace, in order to increase marketplace transparency (such as future changes to rules or operating

policies)

Safe

Establish free trading enabled by
safe environments

[Examples of prohibited behaviors]

« Transactions of items which endanger the health
and/or lives of individuals

- Transactions of items likely to lead to illegal/criminal
acts

- |n a state of emergency, transactions of items that
are essential to protecting people's health and/or

Trustworthy
: .\\*

Establish C2C marketplace based on
mutual trust

+ Participating in transactions where item details are

unknown or falsified

- Failing to comply with item returns even when there

are problems with the item

- Listing items you do not actually have
- Listing items without the intent to actually sell

Humane

e
The values and perspectives of each

person must be respected, and
transactions must be humane

+ ltems or behavior that promote discrimination

based on race, ethnicity, religion, gender, etc

+ Verbal abuse, threatening behavior, etc..

safety and which should be widely distributed as
quickly as possible but are in notably short supply

anything

Based on these three principles,
we aim to establish a diverse and free marketplace where everyone can
participate with peace of mind

- Merpay

& Pay

> A smartphone payment service operated by Merpay, Inc., a Mercari
group company

Use funds from selling things on Mercari or charged from a bank
account,

L

or "Merpay Smart Payments”, to make purchases from "Mercari" or memumn §
any of 2.06 million Merpay affiliates throughout Japan ce s g NIMNARININ
Can be used at stores Can use funds from Pay immediately using the [=):42
throughout Japan Mercari sales Mercari app = ]
- =
‘ b "i L > - oy NNV
1 |

> "Merpay Smart Payments", a credit service based on "credit"

@ Usage limits are determined based on usage history on "Mercari", and the purchase price can be paid later

@ Users can set a maximum usage amount and check their own usage history

@ Users are provided with flexible payment options, including "payments the following month”, "installment
payments", and the ability to change the payment amount whenever they want

Ui b L2

¥10,000

@ Pay 19,000

SORATRE T

van,000 / e
ARRT IR 2022/05 T .
rm
var.o0
|25 o

LLEE L LEESE \ L

B,
2 i . - o

: 0 ==

¥10,000
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e Status of Al utilization in the "Mercari" flea market app

2019 2020

- Coupon distribution - Personalization
SR - Marketing Data Science

- Price estimation - Al listings (v2) - Price estimation (v2)

- Al listings - Barcode listings - Automatic link with product
catalog

- Mercari IME

- Violation detection (v1) - Violation detection (v2)

- ML Platform - Similarimage search - ML Platform v2
- Edge Al

Initiative [1]: Al listing
m Recognizes listing images, and suggests product titles and brands in real-time.

L - oo -

REORNE NS

=

o H Product name
A P A RN Apple wireless keyboard

H Category

Consumer electronics,
smartphones, cameras >
PCsitablets >

PC peripherals

H Brand
Apple
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Initiative [2]: Personalization
m Provides Mercari recommendations based on past purchases in the recommendations tab. Also

provides an estimation of which recommendation components are best to present.

war - Components

P Wallet Dashboard

14 ¥6,300 5 X

) 'I‘»"‘RS ‘ ': N
)
HHAbad

BOR LM ST T
TYey

e
EbSe - M- v

ETveona

- Liked ltem

Realtime Retargeting
" (Recommendations)

L

Osusume Timeline
L~ (Recommendations)

Layout

Initiative [3]: Credit Scoring
m "Merpay Smart Payments" presents a spending range for the customer, based on customer
information registered in "Mercari", "Mercari" transaction (listings, sales, and purchases)

information, "Merpay" payment history, and the identify confirmation status.

(Model example) Propose appropriate
Transaction "Unpaid ratio and usage limit" usage amount
information B
‘k\ ottt
—_ A I —_ £ —_— ¥50,000
g

Usage limit

g

Unpaid ratio Low

Al technology based on credit model used to set appropriate usage amounts
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Initiative [4]: Fraud Prevention

m Detects fraud and suspicious transactions in order to ensure safe and secure use of both

"Mercari" and "Merpay".

Mercari/Merpay transactions Transaction monitoring
Suspicious Visually
. a - transaction checked
~— A d & : .
o R N or k.l
n W . Rule A~ XXX deposit — — V
-
h‘\ . Rule B:  00{ withdrawal L -

)
1 ﬁ Rule C: XXX payment
& . Rule D: High risk user withdraws

XXX

XXX

e Preparation of the experimental design

. Rule E: Medium risk user pays

- Experiments conducted in production during the development process of the Al system are

prepared in an experimental design format, allowing anyone to view the purpose and method

of experiments. Logs of past experiments can also be viewed to ensure transparency.

Contents:

*  Background o J

+  Testsettings I
Description of T~
indicators T~

- Evaluation method ~_
+ Action plan

A/B Test Design Doc

Experiment design doc: [Title]

* Author: @oos
* Roviewsr: TBD

o Status: draft

« Tempiate varsion: 2.0

This docurment i writisn with reference to fis guide and this pupose

Background

Objective

Describe information used for the experiment
Objective

Purpose of the experiment

Issue

Issue to solve

How to improve

Changes to resolve issue

Hypothesis

How will changes improve UX and business?

.

Issue

.

How to improve (evaluate)

.

Hypothesis

.

References

.

Test settings
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m Overview of presentations and exchanges of opinions at interviews

o The company defines "should be safe", "trustworthy", and "humane" in its Marketplace Principles, and
aims to establish a diverse and free marketplace where everyone can participate with peace of mind.

o Merpay provides credit services on the Mercari app. Credit limits are determined based on actual Mercari
usage, and a system is provided that allows users to set their own usage limits and manage their credit
limits so as not to overuse services.

o Merpay has introduced its own credit scoring system. Unlike normal credit cards, which make use of user
attribute information, Merpay does not use any attribute information. Instead, the credit limit scope is
determined based on past transactions using Mercari/Merpay.

o The Al listing feature can recognize listing images and suggest titles or brands in real-time, and can even
recommend listing prices.

o The Personalization service presents recommended products based on a user's purchasing information and
products that they have "liked" on Mercari. Preference components will vary depending on the user (some
are interested in recent purchases, and others want different brands), so the company is experimenting
with optimizing recommendations by automatically estimating them according to preferences.

o The company needs to be able to detect transactions that violate its own rules or are fraudulent, and has
therefore created a model that can identify potentially risky behavior from listings and deposit
transactions. Al detects users engaging in risky behavior, and then a human manually checks for fraud.

o The company's approach to detecting counterfeit items is to identify them from images and descriptions.
However, due to the possibility of erroneous detection and omissions occurring during the selection
process, a human must also manually check what the Al detects to reach a final decision.

o The company takes a human-centered approach. Erroneous detection would result in the customer being
penalized, so such cases must be checked to some degree by a human. However, there are issues of
manpower and cost, and this will need to be investigated further.

o As for the accountability of decisions and predictions made by Al, the company has decided to prepare
experimental designs and store information so that past situations can be traced.

Experimental designs will indicate the background, content, evaluation indicators, and evaluation
methods. These experiments are open within the company, and comments from relevant departments and
other engineers are welcomed, helping to prevent risks from being actualized.

o The company provides a sensitive service called the credit scoring model, and strictly scrutinizes model
performance evaluations and feature results. The company is engaged in various efforts to establish
conditions where the results of credit scoring can be explained.

o The company also believes that it is necessary to apply systems and regulations in each country, and
continues to discuss this while exchanging opinions with group companies in the United States. The
company is also closely monitoring developments in EU regulations, and believes that it will be necessary
to consider whether to apply them to its own operations.

o This does not mean that the company will not respond unless strictly required by laws and regulations,
both in Japan and overseas. Instead, the company believes that it is a prerequisite to respond appropriately

even beyond the scope of laws and regulations, such as protecting consumers and platform sellers.
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Japan Data Management Consortium (JDMC)
: Ethics Framework for Al and Data use conceived by practitioners

Overview of major initiatives related to Al ethics and governance

Overview
Safety/security
Privacy Currently considering an ethics framework that summarizes important
Fairness points to be considered to avoid problems when using data, from five
Transparency and perspectives: propriety, accountability, fairness, safety and security, and

accountability information protection.

Appropriate use

e Compliance Study Group on Al and Data Utilization
- Main activities
> Engaged in discussion from a compliance perspective on the challenges associated with an
unprecedented increase of data volume and utilization due to the acceleration of the digital
economy, as well as the key points for business expansion in the future
- Concepts
> Collecting data strategically and managing data appropriately will lead to full utilization of
data
> Mishandling data will pose major risks to management
> In order to promote Al and data utilization, security, compliance, and personal information
protection must be strictly handled in internal regulations and external contracts
> Currently conducting research on contracts, compliance, personal information protection, as

a foundation for companies to consider practical use and make strategic use of data
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Initiative [1]: Ethics framework

m Currently considering an ethics framework that summarizes important points to be considered to

avoid problems when using data, from five perspectives: propriety, accountability, fairness,
safety and security, and information protection.

o Perspective during consideration

- Although there are multiple parties/organizations involved in obtaining and utilizing data, the

ethics framework is targeted at individuals/organizations who analyze and utilize data

obtained from data providers

- Itis also assumed that derivative data created by users/organizations will be provided
externally or disclosed

(Data provider)

loT = Acquisit

devices, = AR ion
etc. Ly

V4
PCs, smartphones, etc,’/ Explanation ~

MV < —

/‘ ‘\ (" The role of data users
W in the ethics framework

Acquired .
Analysis

Accumulation

-41 (purpose,

-_,--"" etc.)
-

Internal

Derived
data

= Joint use and
fovision outsourcing
Use

Application > Devices,
equipment
- \.
Provision EE‘
Third parties, companies,
etc.

Internet, etc.

o Important points to be considered to avoid problems when using data

EIEYYe)

uope|nwnaoe
juomisinboy

lesodsig uonezinn/sisfjeuy

Data flow
Data user

Data Provider

| Subscription/contract |

Eight keys for practical points
data user

Terms of use
Privacy policy

Personal
informatio

' Information
| registration

Derived
data

Released on
Internet

[7] Security measures

[8] Terms of use and policy content

[1] Acquired data content

[2] Acquired data storage location

[3] Derived data content

[4] Recipients of derived data,
number of levels

[5] The way of utilizing derivative data

[6] Data deletion operation

' cancellation
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o Ethics Framework to discover "stumbling points"

m What are stumbling points?
Factors that do not violate the law but may be problematic

m Goals
v Engage in data utilization in checklist format
Allow use by practitioners themselves
v Make it possible to identify not only past cases, but also stumbling points that have not yet been
identified

B Approach for creating an ethics framework

@ Set "checklist" items to prevent incidents from occurring

(@ Determine "stumbling points" by identifying common factors for multiple "checklist" items

@ Derive the "ethical perspective" behind "stumbling points"

@ Supplement "stumbling points" and "checklist" items through discussions based on actual experience
These steps were repeated to brush up on knowledge and organize as "ethics framework"

Case studies
inside/outside Japan

Ethics Framework

l

r Derived
Checklists ey
inductive
thinking
Stumbling points
Supplement/org
anize through
deductive ] : '
thinking Ethics perspective Rl e T

o Ethics Framework structure

Ethics Stumbling points

1. Propriety 1. Propriety
1.1 Satisfaction with data utilization
1.2 Easing concerns with providing personal information
1.3 Balance between the risks and benefits of providing personal
Accountal y information
2. Accountability

. 2.1 Explanation of derived data results
4. Safety and security 2.2 Potential for biases and errors in derived data

3. Fairness

4. Safety and security

¢ Data utilization requires a foundation of 4.1 Potential impact of derived data on individuals, organizations, and local
": : . " fal communities
information protection" as a prerequisite 15 Pl e
¢ Establish "safety and security" on this 413 D sl e e Ee [ e
foundation 5. Information protection
¢ Establish data utilization methods that offer both g; IgformTtion security/mﬁszres
we s " " crrel .2 Control at provision/publishing point
m and "accountabil 5.3 Appropriate deletion of collected data
e So that data can be used with “gropriet} !" 5.4 |dentification of individuals by matching with other data

5.5 Infringement of rights relating to data provided
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o ltems that can serve as list countermeasures to check for stumbling points

[1] Propriety

Ethics

Stumbling points | Checkoverview

1.1 Satisfaction with data utiiization

Problem

Risk factors

Measure for
reducing risk

2. Accountability

3. Fairness

4. Safety and security

5. Information protection

[2] Accountability, fairness

Ethics

1. Propriety

5. Information

111 Propriety of purpose 11 N -~
112  Propriety of collection Not satisfied with the Provide simple
113 Propriety of generation method significance of the service i
114 Propriety of classification or meaning or the need for personal (obtain consensus from
115 Propriety of how data should be used inf T |
116 Explanation of proprety information L many people)
7.2 Easing concerns with p;r;v;din:x pe:;senal finformatlic.)r; . 1.2 Ve N ~
Gstence of personal information N .
122 Concems with providing personal information Concerned aboutthe Disclose security
7.3 Balance between the risks and benefits of providing personal i impact of personal measures for personal
information leaks information
13.1 Balance between privacy risks and benefits
1.3.2 Rightto choose what privacy informationis provided No users for the Y T
1.3 service
2.1 Explanation of derived data results . ( A G Provide an explanation )
2.2 Potential for biases and errors in derived data that takes into :ccountthe
Servi ble t fact that different people
Y aneh perceiverisks differently
Some people believe that -
4.1 Potential impact of and local the privacy risk is greater Provide the rightto
4.2 Potential for abuse choose whether or not to
4.3 Data stored/managed in Japan provide personal
information
“ y |©
5.1 Information security measures ~ N
5.2 Control ?t pvovisv.en/pubhshing point . Carefully explain
5.3 Appropriate deletion of collected data e e ht_z_ measures for managing
5.4 Identification of individuals by matching with ofher data Mb—l“w risk and the sign!
5.5 Infringement ofrights relating to data provided el e
J \ Yy §
Stumbling points |Check overview Measure for
Problem Risk factors o o
reducing risk
1.1 Satisfaction with utilization 21 N ~
|1 2 Easing concerns with ;.arovidingfevs:na\ inform‘afion _ | " People cannot d. d Perform "
[1-3 Balance between the risks and providing personal | Al analysis results, and i, answer
applying them causes matching verification,and
2.1 Explanation of derived data results problems human judgment
211 Satisfaction wih results ~
212 Distust of resuts
2.2 Potential for biases and errors in derived data 2.2 p—— o (. Optimi d P )
551 Bases and emors i TesulS nclusion of biases ptimize procedures for
222 Bias ingenerated data including social biases, selecting/creating ranges
223 Inclusion of fraudulent data when collecting and of learning data, and use
224  Limits on genersiion methods creating learning data ) bias detection tools
o . . S . Loss of social trust
3.1 Possibiity of feeligs of unfaimess and discrimination based on derived dafa 3.1 - N ~

311 Expression of ight and wrong
342 Unfai or discriminatory indicators
3.3 Provision disadvantageous to certain people

4. Safety and security

4.1 Potential impact of derived data on individuals, organizations, and local

4.2 Potential for abuse

4.3 Data stored/managedin Japan
protection
5.1 Information security measures

5.2 Control at provision/publishing point

5.3 Appropriate deletion of collected data

5.4 Identification of individuals by matching with other data

5.5 Infringement of rights refafing fo data provided

[3] Safety and security

Ethics

1. Propriety

‘Stumbling points | Check overview

1.1 Satisfaction with utilization

[-2 Easing concems with providing personali

1.3 Balance between the risks and benefits of providing personal information

2. Accountability
2.1 Explanation of derived data results
2.2 Potential for biases and errors in derived data

3. Fairness

3.1 Possibility of feelings of unfaimess and discrimination based on derived data

4.1 Potential impact of derived data on individuals, organizations, and local

Causing problems for
users and society

Some people will see
tion or bias,

Provide explanations that
take various perspectives
into account

—

and
categories are explained

(* Assignscores in a way )
that provides

ism that the service
is unavailable to some

transparency for
calculation factors and
\_ y § logic J
( N\

Prepare multiple means of

Loss of social trust

leads to harmful rumors

e

Disseminated mfo""ﬂ"o’j [ onsiderwording with regard to

people and therefore use as needed
unfair
" J U y | J
. Measure for
Problem Risk factors N )
reducing risk
( )

individuals, organizations, and
local communities

 S—

made and controls
performed using Al results

P\

Problems with decisions J

human-based decision
processes

—

nprecedented new socuaﬂ

Use caution when applying to
socialinfrastructures, establish
[ Verify impact on human

G G G .-
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211 Negative impact on individuals, organizaons, and local [ problems behaviorand activities
communiies ~ J
412  Changes to human thinking or behavior
413 _Problems due to changes to human thinking or behavior 42 ( ™
4.2 Potential for abuse Misuse as newmeans for | | Check for use for criminal
421 Misusa through provision committing crimes urposes
422 Provision to the general public Inconveniencing 9 purp
423 Transmission overseas oo e
W organizations
4.3 Data stored/managed in Japan g el ETeEE Stronger measures
431 Storage overseas il d against personal
432 Avaiabilty of cloud services in overseas regions easily misuse; information leaks
433 Entustment of data management to overseas ~ J
subsidiaries
434 Existence of information prohibited from storage 4.3 -~ -
. . overseas Use of overseas regions Personal information must
. Information protection has highrisk of leaks be used in Japan
5.1 ion security measures P, 15
5.2 Control at provision/publishing point leaks overseas caused
5.3 Appropriate deletion of collected data Provision of data in Japa Make use of anonymized
— — — by overseas clouds . )
5.4 [dentification ofindividuals by matching with other data when use
5.5 Infri ofrights relating to data provided overseas authormes on of domestic/overseas
overseas cloud clouds
" J

—




[4] Information protection

Ethics Stumbling points | Check overview Measure for
: Problem Risk factors
1. Propriety reducing risk
2. Accountability - . -
3. Fairness : Implement security
i General security risks measuras, obtain external
. certification
3. Information protection = :
onnalin secuty MeesrEs Expanded scope of Restrict handling of personal
311 Corficarinly meeuree organization or system information, make use of
Z  Inlegiy messres ied i "
513 A-_.aa-f;[y P handling data L ancnymized information )
514 Exsionca of suppotedasa.ind cerifation stancrcs Secondary damage
E15 Handing o supporiediscquired cerifcation standards 5.2 and‘il::!:::’:?:‘;:l:uat |, = = e PBrovide only )
5.3 Coniral at pi ] infi ion leak lsaked due to a problem at SR kel
527 Edemal provison a data recipient organizations
S2Z Frodsion ve he Insmet
523 Reshicdon of dat recipients e N \
624 Agmamerts wih defm moperts oninformaion 5.3 ~ Delote personal
erolecticn Canti i N information, and make use
525  Exstence ofinformaion prohiied from leaking of anonymized
p— and use for data utilization = .
525 M [ 1 i information for data
s o prieven] Esiing cusrsess ilizati
5.3 Appropriste delelion of colleclad cata | — S . 7 N utilization ~
631 Ewstence ofinformaton relsed to ndiiduals,
erizsiore. or local communtes 854 N B & )
:g; &:ﬁ ;J;-:. ad’:d:;:“ Problems with Can be matched against Consider how to use
! individuals due to other information on the highly unique personal
5.4 |denlification ofindividuals by malching with cther dals | personal identification Internet information
£47 Dwa grardarty
542 Eesterios of characteristics thet coul be ussd o ~ 7 X e o
dentify an indhidual
543 Exslence of imilr iformstion on pubsic siles 55 h & N ™
544 Esslerce of persoesl corirents Infri i Iqueness
E.5 Infingement olrighte relsting 1o dala provided i LRI Indication of infringement Conﬁm} uniquer &
from data _ source information and
557 Exstence ofighly vauabis information caused by derived data I
552 Esslence ofvehies difedng from acoured dats [LSIET D=nyaehe
L P 7N J

o Usage after checking

B The checklist for stumbling points is designed to identify potential problems and ensure that
services/business can be operated without issue. Once checking is completed, it must be shared with
relevant parties to the degree that it is possible, in order to help resolve problems.

B Proposed utilization process
[1] Take a wide look at the current situation
® ook at the checklist as a whole to determine which problems have the most stumbling points.
®m Check whether there is any significant impact on the services/business to be implemented.
m |f the organization has an internal Al policy, re-examine it to identify major issues.
[2] Determine risk factors
® Organize risk factors for stumbling points that have become issues.
m |dentify which parties are involved with what stumbling points.
[3] Formulate measures to eliminate/reduce risk

® Determine whether risks can be eliminated or reduced, and consider measures for doing so. There are many
areas without clearly defined laws, and it can be difficult to completely eliminate risks. Therefore, work with
parties concerned to devise measures for reducing risk to the extent possible.
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m Overview of presentations and exchanges of opinions at interviews

o The use of data is becoming essential for business as the volume of data increases in our current digital
economy, and companies are now facing various compliance and ethical issues. With this in mind, the
organization has been engaged in discussions since 2019 with the understanding that it would be necessary
for businesses to conduct research on compliance and ethics as a basic effort to utilize data.

o The ethics framework is designed for businesses that want to acquire information and make actual use of
data. The organization is compiling issues focusing on acquired data, the amount of derived data
increasing due to the use of Al, and the fact that use of this data is being used in multiple stages and being
provided externally.

o It is important for data to be practically useful, so the organization has been collecting case studies of
actual problems occurring within Japan. Rather than deductively arriving at case studies from the concept
of ethics, the organization first focused on collecting case studies inductively, abstracted these case
studies, organized them by important points to check and ethical points of view, applied them to actual
business cases, and repeatedly examined whether they were easy to use, in order to create a framework.

o The organization arranged the entire structure of the ethics framework into five ethics items. At the bottom
of the structure is "information protection". Above this is ensuring "safety and security", realizing the use
of data that in a manner that provides "fairness" and "accountability”, and then using all of this to provide
"propriety".

o The purpose of the ethics framework is to identify stumbling points by specifying problems, risk factors,
and measures to reduce risks. However, it is also important to consider how to deal with these problems,
and so the framework also considers whether it is possible to provide specific hints on how to deal with
them.

o The organization believes that the five ethical points are universal, but that the stumbling points will
change with time. It selected these five core ethical issues in order to make communication easier. In
considering this framework, some similar keywords were eliminated (such as transparency, which is
similar to accountability and fairness), resulting in just five keywords.

© When considering countermeasures, the organization believes that it may be difficult to find a one-size-
fits-all solution because countermeasures vary from business to business. It has also categorized the
framework into items that are mandatory to provide services, and those that are not. The organization
continues to consider compiling a list of solution hints for use by businesses based on their priorities.

o The organization recognizes that the ethics framework is very comprehensive, and applying it to actual
business would make it possible to include very detailed information. By using the framework, it should
be possible to identify problems and issues that were not expected.

o In terms of actually using the framework, the organization is considering providing an overview of all
risks identified through checking, determining each risk factor, and formulating how to reduce these risks.

o The organization is also collecting information related to ethics in other countries including in the EU.
Rather than simply complying with regulations such as those in the EU, the organization believes that
Japanese businesses could indicate that they are independently taking ethics into consideration and taking

an active stance in using data appropriately, without any need for strict regulations.
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Mitsui Sumitomo Insurance Company, Limited:
Initiatives to promote digitalization at Mitsui Sumitomo Insurance

Overview of major initiatives related to Al development and use

Initiative | Overview
DX initiatives

Explains and proposes optimal products and plans derived
Agent sal t svstermn from a needs prediction analysis, using simple videos.

ent sales support sys

g PP 4 Capable of handling non-face-to-face processes, from

insurance proposal to procedures.

If an impact is detected while a car is in motion, an image of

Initiatives using dashboard the accident and location information are automatically sent
cameras to the insurance company, and Al analyzes the accident
situation.

o _ Drones and Al are used to conduct a fluid analysis, predict
Initiatives in the event of a . .
flood flood height, and automatically calculate the degree of
damage.

Initiatives for "Creating Shared Value" (CSV)

A dashboard camera mounted on a vehicle detects road
Smart city initiatives damage, visualizes damaged areas, and determines whether
repairs are necessary.

Accident data is used to visualize risks in the area, while real-

_ time rainfall data and river water level data are used to
Measures against natural

disaster risks identify hazardous locations. Population flow data is also

used to monitor residents staying in or evacuating from
dangerous areas.

A three-step curriculum has been prepared based on basic
knowledge, skills, and background, in order to develop
specialist human resources while broadening the company's
Human resources development | base.

A university partnership program and practical training
program have been prepared, and an idea contest is held as

an opportunity to demonstrate the results of these studies.
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e Digitalization

- Changes in social environments and risks surrounding the insurance industry

Spread of infection

Cyber risks
- T NEW
NEW -

1._..

-> Digitalization needs to be promoted to address social issues

Improve - '
P Improve business
customer ductivit
experience value productivity

D) DI

Digital transformation

D G Expansion

Digital innovation Digital globalization

Digital system astructure e

reforms

- CSV & DX: Solve customer and social issues with the power of DX, and aim for growth while

realizing the concept of "Creating Shared Value" (CSV)

Pleasant
mobile

socety Handle new
without riaks
Improve Accitents Big data
sustainahbility /i o
of natural — . - — ¥
— -
capital i -
LT
s 1
T —— Al
“Lang and
healthy
lives™
"No one left Blockchain
behind” Chimat
changa
Raeslliant mitigation
community and
development adaptation

Mobile
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Initiative [1]: Agent sales support system

m External data such as customer information retained by agents, contract data and accident data

retained by insurance companies, and external data (such as company information) is used to

predict customer needs and to explain/propose optimal products and plans using videos.

Customers and agents can also communicate using their smartphones, allowing them to

complete a series of non-face-to-face processes, from insurance proposals to procedures.

Needs prediction analysis

000

Contract data and

information retained  accidentdata  =Xternal data, such
by agents retained by insurance 85 company
Al analyzes

and predicts customer needs

Brain Video

Explains and proposes optimal
products and plans derived from a
needs prediction analysis, using
simple videos

Customers can watch videos on their
smartphones at any time

MS1 Brain Remote

+ Allows customers and agents to

This is the best plan
for you!

.

via P
and online ings) )

Capable of handling nnn-fae;-in-fal:e Qm .
.

processes, from insurance proposal
L]

o procedures
-

Initiative [2]: Initiatives using dashboard cameras

m If an impact is detected while a car is in motion, an image of the accident and location

information are automatically sent to the insurance company, and Al analyzes the accident

situation.

=> Reduces the burden on customers to explain the accident and can help resolve the accident

satisfactorily by responding smoothly and promptly

Mimamoru Car Insurance: x
Dashboard camera videos

&

Ai's: Al accident explanation system

—

Fogaaagane
/__ F

Detects impact Automatically sends and ditions
while dnving location i ion to ir N ik
~ 3
Reduces the burden on customers to explain the | Helps resolve accidents smoothly, quickly, and ina
accidant satisfactory manner
= Can ly and easily i i + Al analyzes accident conditions based on video and
conditions, such as the locatian of the accident and the Iocation inf ded by a d b
route leading lo the accident camara
* Reduces the burden on custcmers to explain the » Helps resolve accidents smoothly, quickly, and ina
\ accident F. N salisfactory manner /
- y . v
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Initiative [3]: Initiatives in the event of a flood

m Drones are used to conduct surveys, and 3D models created based on this data are used to
perform fluid analysis and predict flood height.
=> For customers who have suffered severe damage, there is no need to visit or inspect the
property, and the period until payment of insurance money is reduced; for customers who
have suffered partial damage, the degree of damage is calculated automatically based on the
submitted photos and the predicted flood height (no need for on-site inspection)

Flood height prediction using drones and Al

Drone survey 3D modeling Fluid analysis + Al flocd height

Flood height results

prediction
o~ Flood
3 Customer riine
i ?s i Tare Misumsi am
. Hanako
Sumitomo, i
Al Mitsul 05m

Customers suffering partial damage

Submit claim for insurance Submit claim for insurance money => Chatbot => Insurance money paid
money only

=> Insurance money paid

= Customers answer questions from a chatbhet while
+ Mo need for conventional on-site or Digital flood submitting digital data (repair estimates and photos) >
property investigations investigation + Fleod height and damage are automaticaly 'ﬁ'
+ Time required to pay insurance money (chathot system) cakulated from phoies and Al flocd height results: no.
can be reduced 1o as litle as five days need for an on-site investigation ‘ ;

Initiative [4]: Smart city initiatives (Dashboard Camera Road Manager)

m A dashboard camera mounted on a vehicle detects road damage, visualizes damaged areas,
and determines whether repairs are necessary.

=> Expanding this service will help make it easier to inspect and maintain roads, bridges, and
other facilities in cities, reducing the number of accidents

Road surface data
accumulatedin -
T cloud

Vehicle equippead with
dashboard camera . ot
== Damage visualized

Vehicles equipped with
(examples) a " o = = .
«  Local government ( : s b

vehicles T
- ey -

Vehicles, elc. used by
private business
operators

{fransportation, road | S— P —
construction, taxis, etc.) Optimized ar L

each local
government
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Initiative [5]: Measures against natural disaster risks (disaster prevention information

visualization system)

m Accident data is used to visualize risks in the area, while real-time rainfall data and river water
level data are used to identify hazardous locations. Population flow data is also used to monitor

residents remaining in or evacuating from dangerous areas.

=> Can lead to a reduction in the effects of climate change
X *lnsurnce compary © X "now data

Real-time rainfall data x Real-time river level data
Al creates damage prediction models

Import Hazard map
E— =
3 1 o L) y 4 PoL N '] .. '] ,
- -k ‘ié‘i‘ o Use accident data to visualize risks in area >

AI...-I I
Visualize changes of rainfall amount and water
level in real-time, and identify dangerous areas

| e T
?‘* § = Use population flow data to monitor residents
'Y - staying or evacuating in dangerous areas

Initiative [6]: Digital human resources development
m Employees are trained split into two categories ("data analysis group" and "digital business

group") in order to promote digitalization.
Digital business group

Data analysis group
® Human resources who plan and develop new
products and services using digital technology and

® Human resources who use Bl tools and programming
data, and upgrade existing services

to analyze and propose use cases and hypotheses for

problems
® Human resources aiming to become "data

scientists” in the future
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o Data analysis group (data scientist) development
- Athree-step curriculum has been prepared based on basic knowledge, skills, and
background, in order to develop specialist human resources while broadening the

company's base

University partnership

training program Data analysis

: . Data science OJT
practical training

Partner: Toyo University
Department of Information Networking
for Innovation and Design (INIAD)

« University partnership training

X * Training to learn how to run
program practical follow-up

el analysis projects for business
tLralmng tical Wtical « Learn the entire analysis
E'Elllm m;re pr:af: Ll T e process (including defining
;a:ﬂisc?:at::ﬁz cr:;z;j:sis held by issues), so that data analysis
: can be used in actual work
the "SIGNATE" data science

competition site

+ Training to acquire basic data
analysis knowledge and
extensive programming
knowledge

= Learn basic analysis
knowledge, focusing on data
preparation, analysis, and
modeling

Basic - Specialized
(Many people) (Few people)

o Digital business group development
- Auniversity partnership program and practical training program have been prepared, and
an idea contest is held as an opportunity to demonstrate the results of these studies

University partnership training program Practical training program

Data service creator training program

MS & AD Digital Academy
Partner: Toyo University Department of Information
Networking for Innovation and Design (INIAD)

« Develop human resources who know how to utilize
data, and who can plan and develop new data
services and products from the sales field or at

L

Develop human resources who can learn about DX concepts, departments in the head office

the latest digital technologies, and programming basics, and + Attend classroom training fortwo months, and then
who are capable of building business models using cutting- formulate proposals based on data analysis and
edge |oT technologies and from the perspective of climate analysis results with the goal of proposing solutio
change and SDGs to customers

+ Trainees and trainers learn and practice tog

MS & AD Digital College from Kyoto

Kyoto University of Advanced Science (KUAS) -
Develop human resources who can learn about the latest
digital technologies through conducting exercises using Business idea contest
wearable devices, deepen their knowledge of technology and Digital innovation challenge program

data utilization, and build new business models
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m Overview of presentations and exchanges of opinions at interviews

o Insurance companies are very closely connected with solving social issues. Society is facing new risks
(including cyber-risks) arising with the spread of COVID-19, the increase in the number and scope of
natural disasters, and the spread of advanced technologies. In order to respond to these social issues, the
company believes it is necessary to promote digitalization.

o The purpose of digitalization is to enhance the value experienced by customers and improve business
productivity. Toward that end, the company is promoting initiatives in three categories: reforming existing
businesses (digital transformation [DX]), creating new businesses (digital innovation [DI]), and expanding
efforts throughout Japan and overseas (digital globalization [DG]).

o In order to make digitalization easier to understand, the company has established the concept of "CSV &
DX" to promote initiatives. In response to challenges such as coping with new risks and building resilient
communities, the company is working toward realizing the concept of "Creating Shared Value" (CSV) by
utilizing various DX tools such as big data, Al, and blockchain.

o The company obtains agreement on utilizing the data it collects, and has launched a service to identify
damaged parts of roads from videos captured by dashboard cameras, and to provide local governments
with information on whether repairs are necessary. In the future, this will help governments to inspect and
repair not only roads, but also various facilities such as bridges and buildings, which can help to reduce
the number of accidents.

© The number of floods (and victims of floods) is increasing in Japan, and there has been an increased focus
recently on related efforts. It is important to make use of advanced technology to support reconstruction
by paying insurance money to victims as soon as possible. Specifically, the company has launched
initiatives to use drones to survey flooded areas, generate 3D models, and predict the depth of flooding by
combining fluid analysis and Al technology.

o With regard to measures against natural disaster risks, it is important to make sure that customers can
easily understand the risk of natural disasters. Toward that end, the company is promoting initiatives to not
only create hazard maps, but also to visualize what kind of damage will occur and how many residents are
remaining in the area.

o The company is also considering the issue of personal data affecting insurance products or insurance
amounts. For example, with an automobile accident, it is necessary to verify not only the results of the
accident, but also the causal relationship between driving behavior and the accident. For this reason,
driving data alone is not sufficient when an insurance company reflects conditions to insurance premiums.
In Japan, rates are calculated based on laws on rates used to calculate basic insurance premiums. The
company believes that it is more important to reduce accidents all over the world.

o With regard to the organizational structure, insurance companies must promote innovation together with
various stakeholders (such as external customers and business partners), rather than independently. The
company has therefore established its Business Innovation Division, a new department aimed at forming
alliances.

o The company has established a system for developing digital human resources within the company, and is
working to develop them by dividing them into those who mainly analyze data and those who mainly

conduct digital business.
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For the data analysis group, the company has adopted a three-step curriculum in order to develop
specialist human resources: [1] acquire basic knowledge within an information-related department at a
partner university, [2] perform practical data analysis after returning to the workplace, and [3] implement
analysis projects as business.

For the digital business group, the company has established a training program in which employees
learn about various new business models using the latest digital technologies in courses taught at partner
universities, while working alongside their managers (as managers would also need to understand these

processes).
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DAIKIN INDUSTRIES, LTD.: Al human resources development efforts at Daikin Industries

Overview of major initiatives related to Al development and use

Initiative |
Business innovation

Overview

Unmanned inspection of air
conditioners

Use cameras to photograph the drain pans of indoor units
and total heat exchangers, in order to visualize the degree of
contamination.

Remote monitoring service
for air conditioners

Proposes energy-saving operations tailored to each customer
based on remote monitoring data, and uses high-
performance controllers to automate energy-saving operation
schedules.

Collaborative creation
platform utilizing air and
space data

Currently collecting various kinds of data from office spaces
in order to build a new building management ecosystem
centered on air conditioning, lighting, and security.

Personal Air Conditioning

Establishes multiple temperature variations to allow users to
work in a comfortable environment.

Air Spot

Establishes rapid cooling/heating spots at entrances in order
to quickly resolve problems of feeling too hot or too cold
when entering from the outside.

Wind Creator (wind
generator)

Generates natural wind that makes it feel as if one is in a
natural environment, even indoors.

Linked Air (virtual window)

Devices installed in windowless rooms display scenery and
generate wind.

Process innovation

Establishment of technology
for automatically measuring
actual work time in factories

Use cameras to monitor workers, in order to perform
automatic measurement, eliminate inefficiencies, and
optimize actual work time.

Automation of external air
conditioner inspections

Automate visual inspections for air conditioner (exterior)
damage.

Automation of product noise
inspections

Automate product noise inspections.

Visualization of proficiency

Visualize the proficiency level of trainees by standardizing
knowledge data of skilled technicians.

Human resources development

Daikin Information and Communications Technology College
was established for the purpose of quickly developing human
resources who develop Al technologies in parallel with
developing human resources who utilize Al and develop
systems.

Separate courses have been designed for new employees,
existing employees, core management, management, and
executives, in order to develop lN-type human resources that
are experts in two or more different areas.
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e Air conditioner value chain

- The company aims to create new value by not only providing air conditioning equipment, but
also by utilizing data within the air conditioner value chain

Proposeair conditioning systems
suitable for buildings

-
N |
:\ Propose optimal
p L

energy operation

H
Dramatically reduce effort required to
propose updates

Proposal Installation Operation Service Renovation
Design Trial run P Maintenance Update
Use for op limp and mail Reduces equipment downtime through
Reduce construction costs fault diagnosis and prediction

Initiative [1]: Unmanned inspection of air conditioners

m Use cameras to photograph the drain pans of indoor units and total heat exchangers, in order to
visualize the degree of contamination.

-> There is no longer any need for on-site visual inspections, which can help prevent the spread
of COVID-19 and enable remote work

d‘::.atk !

Photos are managed in the cloud and Canta_mination display, image
can be viewed atany time analysis, and change transition
graphs make it possible to intuitively
check changes in contamination level

- \ - 20198712 (Thu ) 1357 Contamination: 35%
—d
A photo of the drain pan inside ) 4% - 3
the device is taken once a week Reports based on photos can be L
when specified created at any time
*This function is not available for all heat exchangers (outdoor air
treatment type indoor units)

2019628 (Fn ) 10:05 Contaminabon: 23%

Initiative [2]: Remote monitoring service for air conditioners

m Proposes energy-saving operations tailored to each customer based on remote monitoring data,

and uses high-performance controllers to automate energy-saving operation schedules.

[1] Visualization of usage status [2] Proposals for operational

: . . improvement

Air conditioner power consumption for each ) . o o

room is displayed. Visualizes operational Optimal air conditioning operation is proposed

improvement points. based on operational data and issues
Continuous identified through discussions.

i support of
[4] Operation result report energy [3] Operation automation
confirmation

conservation Advancad is used fo
Submits operation result reports, and reports on operational plan discussed with cuslomer.
energy conservation results due fo operation Seftings can be changed remotely by Daikin if
improvemenl. a change in operation occurs.
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Initiative [3]: Collaborative creation platform utilizing air and space data
m Currently collecting various kinds of data from office spaces in order to build a new building

management ecosystem centered on air conditioning, lighting, and security.

Fpamkin  OKamura  meeslamn LION  &wirsuieco AoaS

b Bk B0 A

................ [ p—— Dawalosing s tualicare
Proposing spasial designs
- - producty

pointO

marunouchi

Exclusive tenant equipment
=Tenant companies>

' "point 0 marunouchi", a coworking space complete with loT nap
rooms and meditation rooms, opened on July 16, 2019

Initiative [4]: Personal Air Conditioning

m Establishes multiple temperature variations to allow users to work in a comfortable environment.

Initiative [5]: Air Spot
m Establishes cooling/heating spots at entrances in order to quickly resolve problems of feeling too
hot or too cold when entering from the outside, without having to change the temperature

indoors.

Initiative [6]: Wind Creator (wind generator)

m Generates natural wind that makes it feel as if one is in a natural environment, even indoors.

60



Initiative [7]: Linked Air (virtual window)
m Devices installed in windowless rooms display scenery and generate wind, improving the value
provided by the space and allowing individuals to refresh before meetings.

[4] Personal air conditioning [5] Air Spot

e

-
a
-

Floor vent

[6] Wind Creator (wind generator) [7] Linked Air (virtual window)

Initiative [8]: Establishment of technology for automatically measuring actual work time in
factories
m Use cameras to monitor workers, in order to perform automatic measurement, eliminate

inefficiencies, and optimize actual work time.

Initiative [9]: Automation of external air conditioner inspections

m Automate visual inspections for air conditioner (exterior) damage.
Initiative [10]: Automation of product noise inspections
m Automate product noise inspections.

[8] Establishment of technology to automatically measure [9] Automation of external quality
actual work time in factories inspections of air conditioner

Daikin factory i
Pigirn . Cvarview ot Epuilan A indaseunit
Workers -
fetuidad o Skeletal struciure data Werk delermined using N ek b R
camery | it S 1) g o —  Actuslwerktima e e
peg=—rh
T — _— [10] Automation of product noise inspections
= — ] . Gument iszpecion medule Automaied Irspetion mosule
4 e F——
Skeletal structure .
. n:r:ill'l.; A Wk tyge leamng -_ - }
f t =| | 7
kalatal - -
Skalatal strucsure \Work byme annotatian &
| 4 Factory loT glatianm et W H Ot
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Initiative [11]: Visualization of proficiency
m Convert knowledge collected from skilled technicians into standardized data and contrast this

with work data from trainees, in order to visualize proficiency.

=<Trainee A=

<Cuantification mathod>

[3) Flame angle (vertical direction): Measured from angle between inner flame and side of the pipe

[5] Dislance between Name and workpiece. Measured Trom dislance between lorch lip and pipa
side

[6] Flame hasght: Maasured from distance botween innes flame bp and pipe goint

Initiative [12]: Establishment of Daikin Information and Communications Technology

College

m Daikin Information and Communications Technology College was established for the purpose of
quickly developing human resources who develop Al technologies in parallel with developing

human resources who utilize Al and develop systems (December 2017).

o Over the four years since then, the company has made steady progress in developing capable
human resources that understand digital technologies. In order for these human resources to
play an active role in their divisions, the most important task will be to acquire and internally
develop higher level human resources capable of planning and progressing themes.

initial plan] [Current plan] IPA" skill standards
End of FY2023
1,000 pEOPh? 1,500 PEOPle #:;:L“:on global scale
Lewval i+ Lﬂa' ‘IF::::I\.-S on naticnal scale
Hire Future goal

outside Level 5
company Top-level on company scale
e Level 4: "Can create projects”
Ll 4 [nitial goal |
‘ Level 3 "Can do”
Level 3 |
Develop
through Level 2 "Understands"
Lonl= training

Level 1 "Knows"

ot \ Lol T

* Information-Technolegy Pramatian
Agency
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Initiative [12]: Development of N-type human resources that are experts in two or more

different areas

m Separate courses have been designed for new employees, existing employees, core
management, management, and executives, in order to develop lN-type human resources that

are experts in two or more different areas.

W Ultimate vision of ideal human resources
[1] People who promote digital utilization from a
company-wide perspective across divisions

Qutside lecturers give lectures on future
prospects and possipilities from a it
perspective based on the fundamentals of Al,

such as how managerial decision-making should [2] People wha innovate beyond the boundaries of
be and how roles and responsibilities will Courses for conventional businesses, services, and
change executives products
[3] People who go beyond the fixed concept of

departments and make drastic reforms to
production, development, and indirect
operations

Al courses for

Gain an understanding of the impact of digital
management

transformation {DX) on the company and
division, and the impartance of changing
business models, as a member of
management

Develop human resources
capable of planning and
implementing data utiization
projects and managing
young employees

Develop human resources with domain
knowledge who can develop appropriate
methods for developing Al technology and
can develop the various systems
necessary for implementing Al

Courses for existing employees
[Al, systems)
Development focused mainly on
younger employees

Develop loT/Al expert human Training for new employees
resources unique to Daikin, who New employees are developed over two
understand air-conditioning e
technology v
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m Overview of presentations and exchanges of opinions at interviews

o The company previously only supplied air conditioners to customers (manufactured and delivered as
products) and provided maintenance and upgrade services separately. However, under the concept of
business innovation, it is now building a value chain that makes use of design and test run data to link
adjacent processes, in an attempt to create new value.

o With regard to unmanned inspections of air conditioners, it is very difficult for humans to inspect the drain
pan of indoor units and total heat exchangers, and so the company has developed a system that
automatically determines contamination based on images taken with a camera, and sends cleaning alerts to
customers. This also helps to prevent the spread of COVID-19, as work can be done remotely.

o With regard to remote monitoring services for air conditioners, the company has introduced a system to
support energy-saving operations in buildings, that can be operated completely remotely. It automates
energy-saving operation schedules and prompts customers to check operation reports to improve
operation.

o The company had previously optimized internal processes such as product lifecycle management (PLM),
customer relationship management (CRM), and its supply chain separately. In order to innovate processes,
the company has adopted a concept of creating a data platform to improve business.

o With regard to automatically measuring actual work time in factories, the company has adopted a system
that optimizes actual working times by using cameras to check for worker inefficiencies. The company is
also promoting initiatives to automate processes for inspecting air conditioners (exterior) and abnormal
noises, as these processes previously relied on humans inspecting products on-site.

o It is extremely important for skilled technicians (experts) to pass their knowledge and skills down to the
next generation, and this was previously done from employee to employee. The company is now building
a system to visualize proficiency levels and determine differences between trainees and experts, so that
trainees will be able to learn automatically.

o The company's medium-term management plan for 2025 calls for the development of 1,500 digital human
resources, mainly through Daikin Information and Communications Technology College, with a vision of
promoting business innovation and process innovation.

o Originally, there were very few system personnel to develop and utilize technologies, and in-house training
alone would not have been enough to meet the company's goal. Daikin Information and Communications
Technology College was therefore established in December 2017. The company is working to reach a
level where the company can become independent in three areas required of data scientists: topic
execution, analysis, and data engineering.

o In addition to the technical expertise employees bring to the company, the company hopes to use this
training to develop I[1-type human resources that are experts in two or more different areas including Al
and IoT.

o The company provides separate training to new employees, existing employees, core management,
management, and executives.

For example, during the first year of training for new employees, new hires learn in a classroom setting
and are taught using problem-solving exercises (on topics such as building clouds), and take exams such

as the Fundamental Information Technology Engineer Examination and Japan Statistical Society
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Certificate. The company's pass rate exceeds the national average. During the second year, employees
engage in project based learning (PBL), and conduct debriefings for the entire company. Two advantages
of this initiative are that it provides the power of collective knowledge, and that employees have time to
think carefully about their career over the two-year period. However, there is a barrier between learning
the basics and putting them into practice, and the challenge now is how to overcome it.

o The company believes that it has made steady progress over the past four years. The number of students
who want to join the company after hearing about these initiatives has increased significantly, and

turnover is very low compared to the average, resulting in a sense of camaraderie among employees.
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West Japan Railway Company: Data analytics initiatives at JR West

Overview of major initiatives related to Al development and use

Initiative

| Overview

Condition based maintenance (CBM)

Hokuriku Shinkansen snow
accumulation prediction

Uses weather forecast data, snow depth gauge data, etc., to
build a prediction model for train snow accumulation
(especially around the threshold for snow removal).

Automatic ticket gate failure
prediction

Uses operation data and failure history data of ticket gates to
build an Al that outputs the probability of failure within three
or seven days.

Surveillance camera Al

Currently building a system that automatically detects certain
actions and objects (wheelchairs, canes held by the visually
impaired, drunken passengers, lightheadedness, knives, etc.)
from images taken by surveillance cameras, in order to notify
staff.

Girder water level prediction

Predicts the girder water level of bridges from upstream river
data (water level).

Turnout condition monitoring

Uses sensors installed in turnouts to detect signs of non-
switchover, the state of contact/attachment, and the state of
baseplate oil, in order to optimize inspections.

High-frequency track
condition monitoring

Uses historical vehicle sway data to predict and visualize
future swaying.

Track bed condition
determination

Currently building a system that automatically detects track
bed areas from images taken of railway tracks and classify
their conditions into classes.

M

arketing

Al stamp collection events

Promote consumer behavior among visitors, such as making
use of public transportation, sightseeing, and eating/drinking.
This will be used as a new marketing tool using data analysis.

ICOCA data utilization

Currently applying data analysis in order to approach
individual customers, identify travel patterns based on
whether customers are moving or stationary, and analyze

customer behavior through stamp collection events.
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e Digital strategy

Create and continue to provide value, help revitalize the West Japan area, and use these processes to promote business transformation, by promoting
the use of the abundant data the JR West Group has accumulated through digital technology, and linking this with real experiences at stations, stores,
and in local communities

<Digital strategy: Three reforms>

— - . . . Ability to respond to change and innovate
Utilization of digital technology and group data Group integration and external collaboration (Culture & organization, structure & human

(Maintenance of data utilization infrastructure) (Common membership and points) resources)

[1] Rebuilding the M Integrate all JR West Group services and collaborate with external partners

customer experience => Continue to provide new value tailored to each customer's needs

(Seeking services that meet => Expand services such as Maas App (WESTER, setowa), Mobile ICOCA (tentative name), and
customer needs) e5489

[2] Rebuilding railway

systems M Build sustainable railway systems, improve safety, and pursue reliable transportation
(Realization of technical => Attempt to transform operations and change maintenance system (CBM)
vision)
[3] Rebuilding the H Promote the use of digital technology and the use of ICT in working environments
employee experience => Implement employee work style reforms (create systems to improve motivation and produce
(Work style reforms) results efficiently and frequently)

<The future digital strategy of the JR West Group> @
Establish a safe, prosperous, people connected, and happy society by applying @ c?,:ﬁi:c'tzd @

digital technology to connect with groups and the outside world and create new ecosystem

value
Employees

~ Rebuilding the customer experience Rebuilding railway systems
Providing services tailored to individual customers Overview of maintenance system changes
Consolidate and utilize movement and payment records (information) §
to improve the user experience value! £l iy
Business
a 2 transformation
=l
= s ua
== [
Commeon
% nfrastructurs fap— |
121 .
Fram af car Use of sensors for
ground o ing Acquired data
1 Reaction? ‘on-board | ‘ commarcial frains ‘ Acquiton of deta fiam Dots negured snd wtizesd h}
i o cpaeatans
‘ ) b camwias icsised i cas | peain J | e
o Target Target Target Target
Faluwsa 1 G G Gar Tranzpaintion
Faciily Facity Facity Facility Businens
Elactnoy Berrony Elcrosy G

Run through the "experience improvement” cycle, with data at the core

Initiative [1]: Hokuriku Shinkansen snow accumulation prediction

m Uses weather forecast data, snow depth gauge data, etc., to predict train snow accumulation
and build a model to retrain based on image analysis.
=> Helps to reduce of number of workers removing snow (making up for labor shortage), realize

stable transportation, and further improve safety

Hokuriku Shinkansen snow accumulation Owverview of Al snow accumulation prediction
prediction system
[
Fer——
Id WMAE: 0.00264
Twao different models are depending an

| the size of the estimated 0 ensure
trac kability

Ak

[Vertical axis: Snow accumulation, Horizontal axis: Time]
{Crange ine: Estmated value, Blue ine: Actual value, Red dash Approximate value for
determining whether snow remaoving is required)
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Initiative [2]: Automatic ticket gate failure prediction
m Uses operation data and failure history data of ticket gates to build an Al that outputs the

probability of failure within three or seven days.

=> Helps to reduce the number of failures occurring as well as the total number of inspections,

confirming that downtime can be reduced with fewer inspections

o,
o, =y
Osaka station
ticket gate No. 1

"\-.-\
R
Osaka station
ticket gate No. 2

For threshold of 0.5

s mnss | f(x)  Probablty ofaiure of
Ticket reading failures: 14 Osaka station ticket gate —enau
- Operation data . No. 1 within 7 days: 0.95
Failure
prediction
Number of ticket jams: 5 Al Probability of failure of
pciet“a':ﬁfer:al?lee": 11-3 m/s Osaka station ticket gate
ICKet reading ralures: . . .
__ Operation data No. 2 within 7 days: 0.33

Example: CBM from Al predicting failure within 7 days (ticket gate)

Initiative [3]: Surveillance camera Al

m Currently building an Al that automatically detects certain actions and objects (wheelchairs,

canes held by the visually impaired, drunken passengers, lightheadedness, knives, etc.) from

images taken by surveillance cameras, and a system to notify staff.

=> Helps to improve safety and CS by ensuring that dangerous behaviors and users requiring

assistance are seen, and helps to reduce costs

Wheelchair (manual)

Wheelchair (motorized )

Application
- screen

Example detection

*Images are processed for personal information protection

68



Initiative [4]: Girder water level prediction
m Predicts the girder water level of bridges from upstream river data (water level).
=> Helps to improve safety through optimizing operation plans, etc.

Anegawa River prediction (example) Upstream river

M AEAADE e
LB REM A-H L] +E
{ Canm

<

o
Importance by

variable Comparison of estimated results

Initiative [5]: Turnout condition monitoring

m Uses sensors installed in turnouts to detect signs of non-switchover, the state of
contact/attachment, and the state of baseplate oil, in order to optimize inspections.
=> Helps to reduce of the amount of maintenance work (covering for labor shortages), realize

stable transportation, and further improve safety

Error detecion uming ateitnie -
(Reference) Visualization model (PowerBI) i‘“”‘ Fh Q =

Attribute value Daily monitoring (data for

confirmation five days)
Attribute value: A value obtained by quantifying and
) Visually extract outlier in attributing the messurement value of
Error detection the attribute value graph sch switchover under various conditions

Compraive review " : —_—
wsing messremen -
re—

Check waveform of

Individual review measurement values for P e R
the applicable switchover f =
* Tumout non-switchover prediction — Comparison suberimposin e
- Contact/attachment state Comparative review P p p g . .
i P waveform of the switchover Messurement value: Data for each channel obtainedb
determination : Y
| before and after sensors attached to the turnout

- Baseplate oil state determination

Initiative [6]: High-frequency track condition monitoring
m Uses historical vehicle sway data to predict and visualize future swaying.
=> Helps to realize safe and stable transportation, streamline maintenance work, and extend

inspection substitutions and periods

Predicting future swaying from swaying data of past three
months Visualization of swaying and progress after one month
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Initiative [7]: Track bed condition determination

m Currently building a system that automatically detects track bed areas from images taken of
railway tracks and classifies their conditions into classes.

=> Can improve work efficiency through enabling hybrid combinations with inspectors

Determined to be in good condition

(correct)

Initiative [8]: Al stamp collection events

Determined to be very muddy
(correct)

m Promote consumer behavior among visitors, such as making use of public transportation,

sightseeing, and eating/drinking. This will be used as a new marketing tool using data analysis.

Registration &
questionnaire

Identify
participant
sttributes
from
guestionnaire

Store
selection

Use Al to
recommend
stores, etc.
based on
user

s —
——r—
preferences | o

Stamp
3) collection sheet
complete

Select where to
go from possible
stores displayed } &
{generate internal .
mativation)

Shopping
4) Visiting facilities,
staying overnight

5/ Verification

Press digital
stamp on
smartphone
soeen

Stamp achievement &
incentive application

Bwe

Initiative [9]: ICOCA data utilization

m Currently applying data analysis in order to approach individual customers, identify travel

patterns based on whether customers are moving or stationary, and analyze customer behavior
through stamp collection events.

Extraction of travel patterns by whether customer is moving or stationary

Customer behavior analysis via stamp collection events
<= Use to build new strategic hypotheses

Frequency of visits o Kyolo Stafon in S st yeer®
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™ Journey sub-stay status when Universal City is main destination
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Example of analysis results: Analyze and visualize movement where the main destination is It was found that about 40% of passengers had not come to Kyoto Station in
“Universal City™

the past year
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m Overview of presentations and exchanges of opinions at interviews

o Initially, initiatives were launched by a group consisting of only four people. After holding competitions
and collaborating with other companies, the group now consists of 21 individuals including scientists and
business personnel (as of the time the interview was conducted). 32 people have been active since June
2022, and it has taken a unique structure.

o Initiatives are divided into two fields (a technical field called "condition based maintenance" [CBM] and a
marketing field), and are unique in that the data scientists in charge of business and analysis work as a
team overseeing projects and deciding on issues to tackle.

o The company has three policies for promoting DX: identify areas for improvement through data collection
and analysis ("measure"), use data to survey issues underlying internal and external needs ("survey"), and
use data to plan for the creation of new value ("plan").

o The company's digital strategy is to promote initiatives and consider how to utilize digital, ICT, and data in
three areas: rebuilding customer experiences, rebuilding railway systems, and rebuilding employee
experiences.

o The company employs its own data scientists, but also has an open and closed strategy of not doing
projects on their own or leaving them completely to others. The company has formed a capital and
business alliance with a venture company engaged in data analysis. Depending on the nature of the
project, the company works with the venture company on initiatives, and then feeds this knowledge back
internally.

o The company has begun developing a system that quickly detects users who need assistance (such as
individuals in wheelchairs, using canes, or accompanied by guide dogs), using images from surveillance
cameras installed in stations. Note that Al looks only at the skeletal framework of individuals when
making a decision, and that technologies such as facial recognition or movement tracking are not used to
identify individuals, so that Al retains no personal information.

o The use of security cameras is a sensitive topic and of much concern. The purpose of use of personal
information is explained on the company website, alongside information on technology development. In
addition to contributing to the development of Al, the company does not collect and analyze individual
behavior logs to determine individual characteristics and does not perform facial recognition, and instead
uses Al in a way that does not include personal information.

o With regard to the balance between humans and Al, the company believes that it is still difficult to
introduce Al into security devices and other devices where mistakes in judgment cannot be tolerated.
Although there are some issues that human inspectors may miss or some cases where rules could be
interpreted differently, using Al can provide an answer around 70% of the way. The company plans to
replace tasks by obtaining data more often than humans can and increasing the number of decisions that
are made.

o The company is using Al as a tool to help humans make final decisions.

o The company is currently considering introduction of Al to make determinations on HR and employee
benefits. The data science field is a largely unexplored area in the railway industry, and the company's
initiatives are truly industry-first efforts. They are worth pursuing for that reason. However, this will not

be enough in the future, so wages, authorities, team organizations, and work styles/speeds will need to
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change.

o There are two career paths for employees with data scientist knowledge. The first is to feed technology
back into railway bodies as a member of an organization responsible for advanced data analysis. However,
the company will also need to allow employees in the field to conduct data analysis in a more general
manner. The other pattern is therefore to have an employee join a digital team for a certain period of time
in order to acquire a background in data analysis, and then return to their business division and make

improvements to work in the field.
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KDDI CORPORATION: Al use cases and Al governance initiatives at KDDI

Overview of major initiatives related to Al ethics and governance

Overview
Policies, guidelines, The "Al R&D and Utilization Principles for KDDI Group" were formulated
and principles and published in August 2021.

Currently researching technologies related to the accountability of Al
oriented for physical spaces and accountable Al that make use of
knowledge graphs

Transparency and
accountability

The company is currently experimenting with hostile sample threats with
regard to rogue circuits.

. It is also experimenting with technologies to counter data poisoning
Safety/security , .

attacks and threats to malware detection technologies.

It is also experimenting with technologies to counter data poisoning

attacks and threats to recommendation systems.

The company is currently researching technologies related to persona
marketing Al in different industries with minimal ID linking.

Privacy It is also conducting risk assessment and countermeasures prior to the
launch of services through conducting the same privacy impact
assessments (PIAs) as in the past even for Al-related services.

Overview of major initiatives related to Al development and use

Initiative | Overview

Machine learning is performed on data such as past
Electricity bill prediction electricity bills, temperatures, and days of the week, in order
to predict end-of-month electricity bills.

Al irrigation and fertilization Automates irrigation and fertilization based on information

system from soil and sun sensors.

Verification of network Automate certain process decisions by combining Al
operation system technologies according to operation log characteristics.
Verification of use in Verify whether psychological intervention can be used to
changing behavior encourage people to avoid road construction areas.

The company shares and disseminates the "Al R&D and
Utilization Principles for KDDI Group" through employee
community outreach activities and e-learning for all
Human resources development | employees.

It has launched a training program for developing DX core
human resources, and includes courses on personal
information protection and Al ethics in training.
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o KDDI Accelerate 5.0
- This concept aims to realize a sustainable, people-centered society ("Society 5.0"), that strikes
a balance between economic development and solving social issues (next generation society
concept: accelerate "Society 5.0" cycle using seven data-focused technologies including Al)

> - 4 Platform
Cyberspace 5 AI

5G -

@WRobotics

__Feedback

1 Network 2 Security

Physical space

Initiative [1]: "Trustworthy Al"
m In order to provide "trustworthy Al", engage in initiatives to formulate and disclose principles,

conduct research and development, and improve internal operations.

Use Analysis
Rights, Requi chnical &
Principles — “mmrnr ot nnlu.:lian
and Values Trustworthy Methods to
Al the Jjustification
requirements
Development Re-design
| J\ J J
T T 3 Al
<Values and principles> <Methods> <Applications>
¥ Values for creating ¥ Technical methods ¥ Formulation and operation of internal rules
trustworthy Al ¥ Non-technical methods

(1) Al R&D and
Utilization Principles for
KDDI Group

(2) Research and
development

(3) Improvement of internal operations

o Al R&D and Utilization Principles for KDDI Group
- Formulated nine principles on appropriate Al development and utilization (published in

August 2021)
[1] Human dignity [2] Proper utilization
[3] Controllability, human . . .
Al R&D and Utilization  LRRLOERY
Principles
. [6] Fairness, non-

for KDDI Group

74




o Research and development

- Currently researching technologies to address risks to Al

(4) Information leaks (1) Reduced trustworthiness due to formation of black boxes

(5) Privacy concerns about sharing

learning data through ID linkage Al system
. Input Learning
— 4——— Data

poisoning
Training data (3) made to learn
incorrect data

Output

Hostile /' Learned model

sample (2) |ncorrect input

Classification “ Current initiatives

User

Transparency (1) Reduced trustworthiness due to + Accountability of physical space-oriented Al

formation of black boxes - Accountable Al that utilizes knowledge graphs
Safety and (2) Incorrect input - Currently experimenting with hostile sample threats with regard to rogue circuits *
security P Entrusted to PRISM, Project of the Japanese Cabinet Office in FY2019

+ Experimenting with technologies to counter data poisoning attacks and threats
against malware detection technologies

- Experimenting with technologies to counter data poisoning attacks and threats
against recommendation systems

(3) Incorrect data learning

Privacy (4) Information leaks - Examining and experimenting of modelinversion attacks

(5) Privacy concerns about sharing learning - Persona marketing Al in different industries with minimalD linkage *Entrusted to JST
data through ID linkage CREST in FY2018

o Improvement of internal operations
- It is also conducting risk assessment and countermeasures prior to the launch of services

through conducting privacy impact assessments (PIAs) even for Al-related services

PIA process
No
¥
Personnel in charge Contact Data ) System
. Reflect in
of service/new Governance R development
) ) N specifications
policy planning Office Implement process

PIA

A
= Also check Al risks

Consultas
necessary

v

Decision from advisory
board and management

Initiative [2]: Electricity bill prediction
m Machine learning is performed on data such as past electricity bills, temperatures, and days of
the week, in order to predict end-of-month electricity bills.
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Initiative [3]: Al irrigation and fertilization system

m Automates irrigation and fertilization based on information from soil and sun sensors.

[2] Electricity bill prediction

Predict using results
of machine learning
about past electricity
bills, temperatures,

days of the week, etc.

[3] Al irrigation and fertilization system

Iy

g
e Le

Sachi Mitsuru Sato
KDDI Evolva Mobiru

Yield increased

4 times

FY2018 Fyz021

Initiative [4]: Verification of network operation system
m Automate certain tasks within operation processes by combining Al technologies according to

operation log characteristics.

Initiative [5]: Verification of use in changing behavior
m Verify whether psychological intervention can be used to encourage people to avoid road
construction areas.

[4] Demonstration of NW operation system using Al [5] Verification of use in changing behavior

. . Encourage avoidance using multiple psychological effects
Al operation based on learning data

Pattern[1] Pattern [2] Pattern [3]

- Construction work Construction work Construction work
Al hased i From failre datection to o photo information + photo
1. Failure detection @@- - j recovery
- . -~ Less than 1 hour Seisha Bypass

BP
]

Tiafhe ¢ormuslion plics &
hesawy burden onfamdies

2. Caus
& <5 -
' b "
e B -
4, Ri A bass
&S <5 -

Ne psychologica
effect

—AE— - S

Simulation effect Emotional approach =

arbirations by 10

Drivers People not

driving

People with
children

Initiative [6]: Human resources development

m The company shares and disseminates the "Al R&D and Utilization Principles for KDDI Group"
through employee community outreach activities and e-learning for all employees. It has also
launched a training program for developing DX core human resources, and includes courses on

personal information protection and Al ethics in training.
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o Short talks within the employee community
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o E-learning, internal public relations

Company newsletters
2U3U

B E-leaning

* Disseminate overview and
information on operation of KDDI Al
principles as essential content for all
employees

Tales of telecom operators and Al

{ Insert article

explaining Al
principles

o Training program for developing DX core human resources

A. Human resource definition B. Assessment

Establish five new positions required Indicate skill sets required for each position
for DX promotion, within HR system Provide clear targets through regular assessments
| DX positions (five) | | DX-related divisions

Division| | Division| | Division| [Division
(o4

eeeljee| ¢ [l2e

Technologist <

Business development

Consultant & product manager

Assessments based on consistent
internal standards

Data scientist

—~—
Assessmentresults are also used to manage
subordinates and make use of in-house human
resources

!
t
!
{
f

C. Training programs

Curriculum consisting of courses taken

systematically in four steps, starting from the Establish courses on personal

basics - ) -
information protection and Al
_ . ethics as basic training
DX basic _Core 5'_k'“ Specm_hz Practical
L intensive ed skill o
training training training training
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m Overview of presentations and exchanges of opinions at interviews

o While utilizing various technologies including Al, the company is promoting its business with a view to
striking a balance between solving social issues, economic development, and a prosperous digital society.
The "KDDI Accelerate 5.0" concept was created in order to realize Society 5.0. This conceptualizes
society in 2030, and shows the direction of technology development and business models that will support
it. The concept includes seven important technology areas: network, security, loT, platform, AL, XR, and
robotics.

o Trustworthy Al is important as an element for achieving both Al utilization and governance. To this end,
the company is implementing three initiatives: formulating and disclosing principles, conducting research
and development, and improving internal operations.

o With regard to formulating and disclosing principles, in August 2021, the company formulated and
disclosed nine principles considered important for the appropriate development and utilization of Al,
having referred to the Al R&D Guidelines and Al Utilization Guidelines released by the Ministry of
Internal Affairs and Communications.

o With regard to conducting research and development, the company is now researching accountable Al that
can demonstrate why decisions are made (for example, how trustworthy Al can express accountability in
order to prevent creating black boxes). With regard to security and safety, the company is researching how
to detect inappropriate data learning. With regard to privacy, the company is researching how to protect
privacy when using Al

o With regard to accountable Al, the company is currently focusing its research efforts on explaining reasons
for decisions to users after the fact. The company is currently engaged in research while using knowledge
graphs as features for the reasons that decisions are made.

o With regard to improving internal operations, the company continues to conduct privacy impact
assessments (PIAs) on how specifically to put policies into operation and how to protect privacy. In
addition to privacy-related efforts, the company will likely begin checking items that require governance
within PIAs, such as fairness and non-discrimination, accountability, transparency, and the intervention of
human judgment. The company will then begin discussing what to do with regard to areas that cannot be
checked.

o KDDI Evolva, Inc. (a group company) has installed existing applications and devices for an Al irrigation
and fertilization system in Higashi Matsushima City in Miyagi Prefecture, and is working to support
reconstruction and create jobs for the disabled through growing agricultural products. Although the
experience and knowledge of growers are important with regard to when and how much to water and
fertilize crops, the company is using Al to help people with disabilities establish stable crop cultivation
environments without having to rely on agricultural experience. When tasks can be automated with Al,
humans can focus on other tasks such as improving quality. The company is trying to improve both yield
and quality by determining which tasks are best done by humans or by Al

o With regard to verifying the use of Al in changing behavior, ethical issues are often involved in
researching psychological intervention, and so the company has established an ethics committee to
conduct external evaluations during planning stages prior to conducting experiments.

o It is often difficult to make employees aware of rules and principles that have been created. However,
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employees working with Al have created a community to hold short talks discussing examples of using
Al and to promote the importance of governance (such as ethical guidelines). The company also conducts
e-learning for all employees, and makes use of internal PR to disseminate information.

o Rather than developing Al human resources, the company is engaged in developing DX human resources.
One example is that the company is creating courses on personal information protection and Al ethics. The
company is promoting initiatives in a balanced manner by making its employees aware of the importance

of privacy and Al ethics before engaging in related projects.
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KPMG AZSA LLC: Initiatives toward verifying the appropriateness of Al applications

Overview of major initiatives related to Al ethics and governance

Overview
It is important to verify Al models during all processes (from
development to implementation, operation, and monitoring) from eight
Al model verification perspectives: fairness, accountability/interpretability, Al model accuracy,
security/data protection, traceability/auditability, business continuity, data
quality, and governance.
Organization and Established the Digital Assurance Office and the Al Assurance Group (a
structure group of experts in Al evaluation) in September 2021.

e The need to verify the appropriateness of Al
- Environmental changes associated with DX in corporate activities
> As companies move towards DX, Al will be implemented in business and

management/compliance processes, and this will ultimately impact society as a whole

Before After
T
Impact on society as a whole through Impact on society as a whole through Al
human decisions and processes and decisions and processes and systems in which
systems designed by people Al is implemented

- Responding to changing risks
> Trends such as the European Commission's publication of a comprehensive set of Al

regulations, and the development of Al charters by individual companies

Before After

Risk of unintended or unfair discrimination

Risk of fraud or error by people |
or unfair results caused by Al

= Process and governance assessments .
needed to ensure absence of risk = Must evaluate the appropriateness of Al

and the effectiveness of Al-driven
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e Opportunities to verify the appropriateness of Al

Requests from It is necessary to respond to questions from management about fairness,
management ethics, and interpretability of the developed Al model.

S'EN LW R L)1 Il Similar Al models are a problem for other companies, so it is necessary to
at other companies verify whether there are any issues with the company's models.

Compliance with As internal and external regulations rapidly develop, internal audit
e | 2R e e departments must ensure that there are no problems in complying with
. regulations with regard to the many Al models developed and operated by
regulations internal business promotion departments.

Although Al has been developed for business promotion departments,
. stakeholders such as members of management and supervisory authorities
audit departments are questioning the need for review by internal audit departments.

Reviews by internal

Reviews of models When reviewing vendor-developed Al, it is hecessary to enhance currentin-
(o AVEIGTo LYs M OTAT s [T{ 3l house methods that assume traditional model verification.

o Initiatives toward verifying the appropriateness of Al applications (financial industry
examples)

- Bank for International Settlements (BIS) Financial Stability Institute (FSI) report

B Authorities' expectations related to common Al principles (summary)

Common Al

TS Regulatory expectations of authorities

« Expectations similar to traditional models (model verification, accuracy criteria, model updates, input data quality, etc.)
For Al models, evaluate the trustworthiness and soundness of the results of the model in order to confirm them from the perspective
that consumers are not harmed

Trustworthiness
Soundness

Expectations similar to those described in general accountability or governance requirements (but with even more human involvement
required)

= For Al models, accountability also includes "external accountability” to ensure that data subjects (potential and existing
customers) provide channels for Al-based results, such as appeals and reexaminations

Accountability

Expectations similar to traditional models. Especially accountability and auditability.
Transparency | - For Al models, there is also an expectation for external disclosure to data subjects (for example, the data used to make Al decisions
and its impact on decision making)

Principles emphasizedin Al models (although existing regulations cover this, expectations for fairness are not explicitly applied
to traditional models)

Fairness « Authorities' expectations for fairness are related to addressing or suppressing bias in Al models that could have discriminatory
consequences. "Fairness" is otherwise not generally defined.
« Principles emphasizedin Al models (although existing regulations cover this, expectations for ethics are not explicitly applied to
Ethics traditional models)

Authorities' expectations for ethics are more broadly defined than for "fairness" and it is necessary to ensure that customers are not
exploited or harmed by bias, discrimination, or other causes (such as Al using illegally obtained information)

In addition to these five principles, "privacy,” "third-party dependency,” and "resilience” have been specified, but with the same expectations
as in the traditional model
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B Regulatory and supervisory frameworks for Al use cases

Regulatory and supervisory treatment

Low impact B Requirements for fairess, ethics, and privacy, in
(Example: Customer support addition to conventional treatment
lchatbot) B Subject to general supervisory duties of authorities

Customer-facing

Strict requirements for even greater
trustworthiness/soundness, accountability
(including external), transparency (including

High impact customer-facing), fairness, ethics, and privacy, in
(Example: Credit evaluation) addition to conventional treatment
B Subject to scrutiny by authorities
All Al models used by B Subject to topic-based and industry horizontal

financial institutions reviews

No approval from SUPEIVISOTY g g;niiar to conventional treatment

authorities required ) B Subject to general supervisory duties of authorities
(Example: Internal operations)

Not customer-facing

Strict requirements for trustworthiness/soundness,
Approval from supervisory accountability(inc_luding extelrr)al), transparelncy
authorities required (not customer-facing), in addition to conventional
(Example: Measurement of regulatory trea.tment . "
capital adequacy ratio) Subject to scrutiny by authorities
Subject to topic-based and industry horizontal
reviews

(Reference) Framework for model risk management in financial institutions

[ i Model owner Model verifier
Model IlfecyC|e 15t Line of Defence 2nd Line of Defence

* Model definition
* Development/improv

Testing prior to
implementation

* Inventory management
* Risk assessment, risk

rating Model testing Verification prior
) ) A (Inspection during . to
*Model risk appetite setting development) implementation

B Risk-based approach

Continuous
monitoring

Implementation/use

Routine verification

Continuous (Annual verification)

monitoring, model
verification Approvallrejection for
continuous model use
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- Important points in verifying Al models compared with traditional models™ (example)

Characteristics of Al models (comparison with

traditional models) [Example]

Important points in verifying Al models [example]2

Use of large amounts of data (large quantity of data and
explanatory variable candidates) and various types of data
(unstructured data [text, images, etc.])

Data quality (particularly data bias)
Suitability of the data cleansing process

Use of "learned models (including open Al)"
(Rights and concerns about forming black boxes)

Data B Use of open data sources (including information on the Comp!lance and privacy checks, such as data usage
copyrights
Internet)
... etc.
...etc.
u
Modgl development methods are complex (concerns about Modelfanese Bneine e el biasNpre ticeor
forming black boxes) T . - )
discrimination, and whether there is excessive adaptation to
B Model development processes are complex (hyperparameter )
adjustment, ete.) special data, etc.)
Models ! i . Model interpretability and verifiability

Generalization of model accuracy
Appropriateness of model development processes

Implementati
operation

on/

Frequent relearning (model updates)

Requires advanced human resources (must understand
deep learning, etc.)

... etc.

B Easy to overfit
... etc.
... ete.
Monitoring of I/O data and models
B Model performance is likely to deteriorate Model updates, methods for verifying model updates, and

eliminating negative feedback loops

Ensuring reproducibility (model and data lifecycle
management)

Business continuity (including human resources)
...etc.

*1 In this document, "traditional model"refersto a model conventionally used by financial institutions (such as the multiple regression analysis model). "Al model" refers
to models (random forest, deep learning model, etc.) that use machine learning and are more complicated than conventional methods.

*2 Although there are also important points to note with regard to "traditional models", points that must be verified in depth compared to traditional models are
summarized here for "Al models"

Initiative [1]: Verification framework

m It is important to verify Al models during all processes (from development to implementation,

operation, and monitoring) from eight perspectives: fairness, accountability/interpretability, Al

model accuracy, security/data protection, traceability/auditability, business continuity, data

quality, and governance.

o Verification framework
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Al imperatives |

Al model verification framework | Al In Control

Integrity

+ Resources

+ Business process

objectives (Value

drivers)
= Al guidelines
* Hypotheses

data

= Success indicators
+ Data governance
* Internal and external

Management
framework
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o Verification perspectives

B Eight perspectives for verifying Al models: Perspectives for verification compiled by
KPMG and based on guidance from national authorities

Fairness

Attention must be paid to the possibility of bias in Al decisions, and
to ensure that individuals and groups are not unfairly discriminated
against.

Accountability/interpretability

Must be able to provide basis (justify) for Al decisions

in a form that humans can understand. If Al makes an abnormal
judgment,

a human must be able to detect it and correct the result.

Al model accuracy
Results output by Al must be correct (consistent with human
expectations).

n Security/data protection

A technical infrastructure must be in place as a measure for security
risks such as information leaks and data loss, and the latest security
attacks must be monitored using technology.

It must also comply with current data protection regulations.

o Verification processes

Traceability/auditability

All inputs and outputs in Al systems must be traceable through log output.
The frequency and retention oflogs must meet relevant regulation and
operational requirements.

E Business continuity

Functions for business continuity such as fallback in the event of a system
failure orincident must be established. In the event of a system outage,
business must continue using alternative methods.

Data quality

The quality of data input to Al systems must be regularly checked, including
review and verification. In light of the characteristics and applications of Al,
consideration must be given to suppressing unintended bias during learning,
and individuals inputting data must be informed in advance that there is such
a risk.

E Governance

In light of the limitations and characteristics of Al, a governance framework
that includes criteria for human verification of Al judgment results and criteria
for evaluating the propriety of Al judgment results must be established.

W Verification using the eight perspectives for verifying Al models (example)

Process fr

Strategy/governa
nce

Requirement
definition

Data preparation/
preprocessing

development to implementa

Model building

u Definition of ]
business -
requirements

Definition of data
requirements n
Definition of other
development
requirements n

w Evaluation of
consistency with
company's Al charter

m Confirmation of u
compliance with Al-
related regulations ™

... etc.

Preparation of data
Confirmation of data
(missing values,
distribution, etc.)
Preprocessing
(outlier processing,
etc.)

Feature creation
Learning/verification
data sampling

... etc.

... etc.

verification
= Model building = Model accuracy u Al model
(learning) verification implementation

m Feature selection

u Hyperparameter
tuning

u Model u
interpretability n
verifying

m Fairness verification

Al model monitoring
1/0 data monitoring

Al model updates,
verification during
updates

... etc.
... etc.
... etc.

It is essential to examine all aspects from “strategy/governance™ to “model implementation

and operation/monitoring” based on the eight perspectives for verifying Al models
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Initiative [2]: Establishment of Digital Assurance Office and Al Assurance Group
m Established the Digital Assurance Office (within its Digital Innovation Division) and the Al

Assurance Group (AAG, a group of experts in Al evaluation) in September 2021.

o In addition to Al development and verification experts, and regulatory and guideline experts,
from Japan and overseas, the organizations also include financial and IT audit experts with
extensive experience in quality assurance work. The purpose of these organizations is to meet
the needs of services to evaluate and verify the effectiveness of governance related to

managing the risks of Al, as well as the effectiveness of Al quality management processes.

Domestic/
Al . ’ :
international Accounting/
developmen

e Al IT audit
t/verification .
regulation experts
experts
experts

Full-scale development of services to evaluate/verify the appropriateness
of Al from the perspective of third parties
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m Overview of presentations and exchanges of opinions at interviews

o It is important to think carefully about what happens when an Al starts to adjust its parameters
autonomously and perform unexpected actions, and the company believes that this perspective is very
different from the verification framework traditionally used by audit firms.

o For example, a report published by the Bank for International Settlements (BIS) on case studies in the
financial sector summarizes authorities' expectations for common Al principles. There was no focus on
"fairness" and "ethics" as assumptions in traditional models. However, given the risks of Al, these are
once again being given light and clearly stated in principles.

o The difference between traditional and Al models is in how much data is being handled. In traditional
models, data and models could be considered separately. However, these are inseparable in Al models, and
an Al autonomously analyzes data in all directions to arrive at optimal solutions. It is therefore necessary
to note that the bias and quality of the data can have a large influence. It is also necessary to keep
copyright and privacy in mind when using data.

o Traditionally, there has been no need to verify a model that has been created to any large degree, other than
minor upgrades. For Al, however, the model continues to transform through continuous learning, and so
the way it transforms must be verified with the issue of overfitting (over-learning) kept in mind.

o Since continuous learning is a feature of Al, the company believes that Al model verification requires a
framework that includes an audit system for continuously monitoring the Al model, rather than once a
year as in traditional audits.

o The Al verification framework would be used to check whether there are any problems with input (such as
what Al should be made to do and how to prepare it) or output (such as confirming what Al produces and
whether the result is as expected), in light of the elements required for Al (such as accuracy,
accountability, elimination of discrimination, and speed/robustness).

o It is important for the management framework to verify not only solution and data management, but also
project management (upon which this relies), enterprise management (for the entire business operator),
and technology management (as a technical element), in a multi-layered manner.

o The company has defined eight perspectives for verification (fairness, accountability/interpretability, Al
model accuracy, security/data protection, traceability/auditability, business continuity, data quality, and
governance), but it will be necessary to confirm various elements together.

o The company believes that the eighth perspective (governance in terms of how Al is being created and
implemented) is particularly important, and also believes that checking whether there are any
discrepancies between what is being developed and what is being operated will carry much weight during
verification.

o The verification process would work on multiple levels, starting with strategy and governance, and then
proceeding on to requirement definition, data preparation/preprocessing, model building, model
verification, and then model implementation and operation/monitoring. However, that does not mean that
all of these processes must be performed; instead, areas with a greater focus shall be verified with certain

frequency depending on risk sensitivity.
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NTT DATA Corporation: Supply chain risks associated with Al and NTT Data's responses

Overview of major initiatives related to Al supply chains

Risk factor Risk details \ Response overview
Intellectual | Suspension of publication or | Thoroughly confirm licenses at the start of use and
property change in usage conditions monitor license changes during operation.
and Fees incurred/increased . . .
. . i Find alternatives again, and change cost plans.
licensing during use
. Check terms of use for any mention of reuse, and
. Reuse of learning data and . . .
Privacy . include any unintended use in terms of agreement,
inference data .
If anticipated.
Use of data collected in Check whether there are any legal or ethical
legally and ethically problems with suppliers or procurement methods,
Ethics questionable ways depending on the sensitivity of the data handled.
Assess whether parameters related to universal
Inferences lacking fairness human attributes affect output, and correct if
necessary.
Qualit Al accuracy not suitable for Design and maintain evaluation data suitable for
y usage case use cases, and verify accuracy in PoC processes.
Possibility of backdoors Review source code each time.
. . There is no effective means of detection, and
Security Embedded data plagiarism

routes

decisions are based on the trustworthiness of the
provider.

e Supply chain unique to Al development

- Data and software are intangible and are neither warehoused nor transported, so the risk for

these is whether the services, data, and products the user wants can be used when and on the

terms and conditions they want, in terms of intellectual property and licensing, privacy, ethics,

quality, and security.

implementation

Algorithm

Learning data

Learning/inference
program

Processed data

Pre-learned
model

k.

Inference data

Output

OpenAPI
A

System

Learned model

Risk perspective Risk examples

Intellectual property,

Suspension of publication, suspension of continued use, transition to paid

Use of personal information outside of intended purposes, distribution

licensing model, business constraints
HIGEE) outside specific regions

Ethics Discrimination, unfairness
Quality Unable to achieve desired results
Security

Data/model plagiarism, inference tampering, implicit reuse
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- Each element of the supply chain (such as data and algorithms) can be made internally or
externally, but typical patterns are classified into four categories: [1] domestic in-house
production, [2] in-house production for global use, [3] large-scale model tuning, and [4] open
API utilization.

(Note) The legend for the following figures is shown below.

Legend: [ i‘::::'; ] [E"e'l':ﬂ!',{f;"dﬁb"e" * Task: Problem to solve

Domain: A certain business-specific

Internally- SRR : clement
developed | Notused g

[1] Domestic in-house production: There are no products or data suitable for the task and

domain in the market

. Processing/ . . .

| Preleaned 1 (TTTTTTTTTT o
| model ] ! OpenAPI | Inference data
L s N | 1 i

L4

Quiput

Learning/inference
program

Example: Determining the type of manhole cover (multi-label determination model internally developed,

based on manhole cover images)

Learning _[ Hiti-label

Internally-developed
v Unknown
manhole cover
Leamed model System
Incorporated \‘

Criginal image Tone/size correction {label: "Made by
Company A"}
Inference result

[2] In-house production for global use: There are no products or data suitable for the
task/domain in the market, and data in each area must be

available within appropriate areas

___________

Algorithm Learning/inference | Predeamed | (mTTTmm e !
’ program 1 model ] \ OpenAPI
N |
Y I
[ Learning data }—P‘ Processed data Learned model ]—b[ System

*Entrusted for each *Implemented for
area each area
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Example: Extraction of affected parts and symptoms from medical images (data processing entrusted closed to each area, region

extraction maodel internally developed)
Region
ctrachon
algorilhm

Internal

Affected part and
symptcm d|splayed

Outsourced by area ly developed by area

H |earned mndel H System ]—

Incorporated

Y
[ Region extracton

lsarning program

Annotation
Original image

[3] Large-scale model tuning: There are pre-trained models suitable for the task in the market,

but there is no data suitable for the domain

Proressmqf

| __________ \I Learning/inference Pre-learned (CTTmTTT T
\ Algorithm | program T ! OpenAPI 1 Inference data
e

Learned model System Qutput

Learning data Processed data

Example: Document classification/searching for industry/business-specific terminology (extension of large-scale natural language model)

General Japanese
language natural
language model

Internally-developed Natural

sentence

What is

4

Domain
corpus

capitalization
yield? I

Tuning program ]—b[

Learned natural
language
model

System

Domain terminology, Processed data

sample sentences

Classification/search
results, etc.

Incorporated

[4] Open API utilization: There are products suitable for the task/domain in the market, and

require only to be embedded in a system

Processmqf

~
Pre-learned 1

| OpenAPl Inference data

1 1 program 1 1 model ]
| SRR | L s S

_____ o h 4 h 4
Tttt TTT T S (TTTTTTTT T T \ r )
: Learning data |—b: Processed data Learned model System Qutput
L e

Example: Extraction of humans from images (using object identification OpenAP)

Unknown image

Incorporated

Object
identificaticn
AP

Internally-
Human regions

/

developed |

System

WD
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Initiative [1]: Responding to Al supply chain risks

m Summarize risk factors in Al supply chains in terms of risks and responses that may occur when

a product is produced (procured) externally.

o Intellectual property and licensing: Risk of license changes

Externally
developed

Risk details

NTT Data response (current)

Ideal (proposed)

Learning/inference
program

(Including in advance)

OpenAPI|

Learned model

Suspension of publication due to policy of
relevant authority, change in usage
conditions

Thoroughly confirmlicenses at the start of
use and monitor license changes during
operation (on the assumption that no
retroactive change willbe made)

Commercial fees/charges
incurred/increased during use

Research alternative means
Change cost plan

o Privacy and inte

llectual property: Risk of unintended use

provider

reuse, and include any unintended use in
terms of agreement

Externally . .
developed Risk details NTT Data response (current) Ideal (proposed)
Learning data and inference data input Check terms of use for any mention of
OpenAPI through an API are reused by the API

o Ethics [1]: Ethical risks in acquiring data

Externally
developed

Risk details

NTT Data response (current)

Ideal (proposed)

Learning data

(Including in advance)
Learned model

OpenAPI

Use of data collected in legally and
ethically questionable ways

Check whether there are any legal or
ethical problems with suppliers or
procurement methods, depending on the
sensitivity of the data handled

It would be best to have a
third party evaluate and
certify the data governance
(ethical considerations and
compliance measures) of
the provider

o Ethics [2]: Equity risk due to data bias

Externally
developed

Risk details

NTT Data response (current)

Ideal (proposed)

Learning data

(Including in advance)
Learned model

OpenAPI

Bias in labels results in inferences that
lack fairness

Assess whether parameters related to
universal human attributes affect output,
and correct if necessary

o Quality: Risk of model functions and non-functions differing from expectations

Externally
developed

Risk details

NTT Data response (current)

Ideal (proposed)

(Including in advance)
Learned model

OpenAPI

Disclosed processing accuracy does not
suit use case

Design and maintain evaluation data
suitable for usage case, and verify
accuracy in PoC processes

Quality standards for Al are
established, and indicators
published by each company
have been standardized
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o Security [1]: Risk of inference guided through backdoor

Externally

developed Risk details NTT Data response (current) Ideal (proposed)
Learning/inference
program Review source code each time

For dominant products,
should work toward
obtaining certification by
official organizations

Risk of including backdoor (a process
(Including in advance) that produces the intended output for a

Learned model particular input; see next page for details) | There is no effective means of detection,
and decisions are based on the

OpenAPI trustworthiness of the provider

o Security [2]: Risk of data plagiarism through backdoor

Externally . ;
developed Risk details NTT Data response (current) Ideal (proposed)
For dominant products,
Leaming/inference Data plagiarism pathway planted Review source code each time should work toward
program (bypassing unintended pathways) obtaining certification by
official organizations

(Reference) Backdoors in Al
- Unlike program code (where processes and communication are visualized), internal
processing is unclear in models and APls, so it is impossible to detect whether these
might contain a backdoor.
-> |t is not possible to discover backdoor processes that obtain intended inference results

using certain input.
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m Overview of presentations and exchanges of opinions at interviews

o Data and software (both components of Al) are intangible assets that are neither warehoused nor
transported like traditional goods, so the risk in Al supply chains is whether the services, data, and
software products the user wants can be used when and on the terms and conditions they want.

o First, the company creates a learning/inference program similar to OSS based on published papers and
innovative algorithms, processes data from the field or society (original data), and then creates data for
learning (processed data). Next, the company creates a trained model based on the learning/inference
program and the processed data, and incorporates it into actual software and systems. Ultimately, the
entire Al supply chain would likely operate software and systems to obtain output.

o Within such a process, risks related to intellectual property and licensing, risks related to data privacy,
ethical risks such as data bias (for example, whether biased data is used), risks related to quality such as
whether the expected benefits are obtained, and risks related to security such as data leaks and unintended
output results (leading to inferences) would be considered risk factors in Al supply chains.

o There will likely be four typical patterns used in Al supply chains: domestic in-house production, in-house
production for global use, large-scale model tuning, and open API utilization. The company summarized
risks at points within each pattern where elements are procured externally.

o With regard to intellectual property and licenses, there is a risk that they may become unusable due to
changes in provision or disclosure policies, or that additional fees may be required due to a change in
pricing policy, even if a product was previously available for free.

o With regard to privacy and intellectual property, there is a risk that products may be used for purposes
other than the intended purposes, and that data provided through APIs may be reused. For this, it is
important to carefully check the terms of use.

o With regard to ethics, there is a risk regarding whether data is obtained legally and ethically. For this, it is
important to check whether there are any problems with individual suppliers and procurement
specifications according to the sensitivity of the data being handled. The company also believes that
establishing a mechanism for obtaining third-party endorsements of the provider's data governance
concept and methods could allow for data to be used with peace of mind.

There is also a risk of data bias, as bias in labels can lead Al to make inferences lacking fairness. For
this, it is important to determine the extent to which parameters related to universal human attributes (such
as gender) affect output.

o With respect to quality, there is a risk regarding whether the accuracy of an externally procured product
matches the required task. For this, there is currently no choice but to verify accuracy using a PoC based
on the task. However, it would be preferable to establish Al quality standards to achieve certain
guidelines.

o With regard to security, there is a risk of products containing backdoors as there is no way of knowing
what was used as a base for creating models and programs procured externally. For this, there is no choice
but to check source code and make judgments based on the trustworthiness of the provider. The company
believes that conducting thorough legal investigations/reviews would be a realistic approach for
companies to take.

There is also a risk of data being stolen through backdoors. For this, the company believes some kind of

public endorsement of dominant components or products would bring peace of mind to users.
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FUJITSU LIMITED: Fujitsu’s Al supply chain initiatives

Overview of major initiatives related to Al ethics and governance

Overview |
The Al Ethics and Governance Office was established in February 2022
Organization and as an organization directly under the company president to further
structure strengthen company-wide and comprehensive efforts related to Al ethics

and governance.

Cooperation and

. . Promote and strengthen domestic and overseas cooperation in the field
collaboration with

of Al.

external parties

Overview of major initiatives related to Al supply chains

Initiative | Overview
Contractual measures

Distribution of algorithms Represent and warrant the legitimate authority, etc. of data

collectors in contracts, and conduct audits as necessary.
Distribution of data Present technical limitations and ethical issues of Al, and
respond in cooperation with users.

Al supply chain examples

Automatically and accurately analyze mass spectrometer

Provision of Al components
measurement data.

Provision of Al services Begin using Al translation services.
Provision of Al algorithms Automatically optimize nursery school admissions.
Challenge Response ‘

Ensuring quality when using Al
Obsolete Al models (reduced
accuracy)

Reduced accuracy or Track change trends in input data, and automatically estimate
overlooked abnormal

conditions Al accuracy.
Frequent maintenance

required to maintain high
accuracy models.

Reduce amount of data requiring relabeling through
automatic label estimation.

Accuracy must be monitored through periodic labeling.

Prevent reduced accuracy by not additional labeling existing

Enormous cost of retraining

Initiative [1]: Establishment of Al Ethics and Governance Office

m The Al Ethics and Governance Office was established as an organization directly under the
company president to further strengthen company-wide and comprehensive efforts related to Al
ethics and governance (February 2022).
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Initiative [2]: Cooperation and collaboration with external parties
m Promote and strengthen cooperation with relevant ministries, international organizations,

industrial groups, and standardization organizations throughout the world.

Establishment of Al Ethics and Governance Office

-]
FUjiTSu
Fujitsu
Menubraetn Eporiance fo=nt 1 T

Domestic and overseas cooperation

&

® CannerOffice Mansiey, Al
mant

= Kpunu Uehansty Advancad
Dntm Scientat

B WIG: Alnabrors soe

Traning Cossarium
™ WETLA quaty (A15T)

Internal obses 2| application Research and d

Al Artficisl brtnligarcs La

Established divecty under the company preskent b furtes Inanderto realze a sustainabie workd, develop tutting-edge Al

Anpan, ceemie Al ios rules. Siscusa and lead inSatives o
‘addrezs issues WS Crganzasons nzide and ousise Japan. and
ey af usar o and sociaty

A i bt e, palicies,
and legal zysiems relabed 10 ethias Invohied 1 researhing.
davaioping, and ingl a ot

e Al supply chains Supply chain

- An Al supply chain is a data supply chain with elements to enable Al

> Emulates existing supply chain and data supply chain laws, Data supply chain

guidelines, standards, and technologies
> Unique elements of Al supply chains: Supply chain patterns include Al supply chain

Al, technologies are unique to Al supply chains

- Typical Al supply chain patterns
> Pattern [1] (distribution of algorithms)

<Company provides Al algorithm to another company> <Company purchases Al algorithm from another company>

2] -1} Bt i
E 53;:;‘4 A wﬁ::or A Nc?::::rm 8{” Op:r:nnr .& User i E

e ——
- e s —re—
> Pattern [2] (distribution of data)

<Joint research>

Data

Data =] Algorithm | = oow =
collector i

subject =y creator 8 operator A

— B W e o]

User

<Data purchased and resold to users>

pata | 3 Data | aigorithm | Fml Al
{ subject i collector creator : operator
[ e
Partner
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e Al supply chain laws and contracts
- A supply chain for Al must still follow existing legal systems

Legal requirements in supply chains

CSR procurement (prohibition of forced labor and child e P : :
rotection of intellectual prope
abuse, elimination of conflict minerals, etc.) prop! rty
o Restrictions on data transfer (personal

o Green procurement (ISO 14001, etc.) information, GDPR, etc.)

e Organized crime clauses e Subcontracting law
Export control: U.S. Export Administration e . L The unique legal
Regulations (EAR), etc. Antimonopoly laws (cartels, bid-rigging, etc.) issues of Al

supply chains are

currently
Example of contractual measures in supply chains unknown
0 Legal requirements e Contractual security
+ Complywith legal requirements on previous page + License usage restrictions + Representation guarantee
- Reporting obligation - Remedy for damages

- Obligation to be audited

- Contractual measures
> Pattern [1] (distribution of algorithms)

Data " E  paa | | & agorithm | A=
E subject (A collector ? creator | A operator A User
e ) e m— [z
[ e Y rrr—

— —lu

The company represents
and warrants legitimacy of
data collectors in
contracts, and conducts
audits as necessary

The company presents
technical limitations and
ethical issues of Al, and
responds in cooperation
with users

> Pattern [2] (dlstrlbutlon of data)

<Joint research> <Data purchased and resold to users>
pata | | E Data | T agoritm | | @ om ) ithm | |
@ su:jel:t : 8 l:nllthor L gzgm:n A operator | E SL?hajEl:( i 83 cn[l::::;or A'I:gr:;lgrm &@ npe?;tnr

1 e
] Partner .
H f—] — The company represents and warrants legitimacy of

data collectors in confracts, and conducts audits as
necessary

The company presents privacy rules along with
technical limitations and ethical issues of Al, and
responds in cooperation with partners
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Initiative [1]: Al supply chain examples

m Provision of Al components: Automatically and accurately analyze mass spectrometer

measurement data.

Data

Algorithm
creator

Al

S s D sorcompamy ]

Mass Chromatographic - Data analysis product
Sample spectrometer data Data annotation :
- —> & Ca\
111 ) =) 8 2 Y
Data accumulation/ Incorporated o~
== company maintenance/management
m ¢ Licensing Sold worldwide

Al model
development

a2 )

Model improved

Shared through
jointdevelopment

= )

Al model

through
collaboration

Issues, technologies, results Al supply chain

It takes time to analyze measurement results obtained

Learning
algorithm

Al software
development

) r-_‘:}:’ 1 %5@@ End users around

. th Id
* rﬂa e worl

Issue: e = User company collects data for the development of this product.

from measuring instruments a - Performs procedure up to annotating data for Al development

Analysis accuracy varies between workers Data perspective - Shares data with Fujitsu under joint research and development
Technology: Perform analysis atthe same level as an expert, by agresments

training the Al with analysis results from experts

Al automatically optimizes parameter adjustments that - Fujitsu develops Al model using User company’s data

workers would make in conventional algorithms System development + Fujitsu develops Al software incorporating this model and provides it to

perspective User company
+ User company develops data analysis software incorporating Fujitsu Al

Result: Time required to perform work is reduced to about 1/3rd

compared with conventional algorithms, and analysis can
be performed even by non-experts with no variation
between individuals

Provision of Al
software and Al
models to end users

+ User company sells data analysis software worldwide
+ For customers requiring a custom response, a separate custom Al
model is built and offered as a separate option for the product

m Provision of Al services : Begin using Al translation services.

Algorithm
creator

User

o

Used for document

m Al model maintenance/management
translation work \\/,

Learning algorithm
’ Ori;i.nal TnnsLted

g>‘f

operator

Data accl i i Iy

Al translation engine development

Learning data
document document
- - l Cloud translation service - .
Licensing development Cloud service provision

controlled in accordance
with Fujitsu's information %

management rules

Customer data strictly
b =X

Original document discarded
after translation

S ) r oS

Strictly contrelled in
accordance with Fujitsu’s

Infermation management rules Incorporated
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Issues, technologies, results

Issue:

Technology:

Result:

Due to an increase in the number of foreign students and
overseas partner schools, there is a growing number of
signs and agreements to translate

Issues include increased workload and translation quality
problems

High-precision translation using a neural machine
translation engine*

(Japanese to/from English, Japanese to/from Chinese)
Files are translated without requiring preparation
(PowerPoint, Word, Excel, PDF)

Efficient verification of translation accuracy using reverse
translation function

Reduced translation workload and improved translation
quality

Around 800 nouns and technical terms unique to Meiji
University registered in dictionary to standardize
expressions

Data perspective

System development
perspective

Provision of Al

software and Al
models to end users

Al supply in

* The partner uses learning data during product development

+ End users upload files to translate to Fujitsu's cloud service
End users download the translated data
Once translation is completed, data uploaded by end users and
translation results are deleted

- Fujitsu provides its own services incorporating the partner’s services.
- Translation quality is guaranteed by the partner

- End users only use this as a cloud service, and are not directly
exposed to Al software or Al models

m Provision of Al algorithms: Automatically optimize nursery school admissions.

Data subject &EData collector Algggig,m

ocal Government

Fujitsu

8 Al operator
Other local
governments

# Resident

_f‘

-

o

Local Government T

Nursery school-related

Data accumulationimaintenance/

Data on applicants

Other local governments

Nursery school Al admission

Nursery school
allocation for
children

screening software

Local government's,

Difficult

Resident

-y

“I

-
=

requirements personnel = -
Fuijitsu Sharedin verification
. Al data r experiments Product Nursery school Al admission
Al algerithm i ing result development screening software
development ~ e or—
= - ) i >
= Al Strictly controlled in Al algorithm provision . a =

£

Fujitsu Research
Division

algorithm

accordance with Fujitsu's
information managementrules

Fujitsu Business
Development Division

n

Issue:

Issues, technologies, results

Time is required to perform allocation in a way that meets
diverse needs, such as wanting to keep siblings at the same
nursery school, or avoiding situations where only one

Al supply

* In order to verify the effectiveness of this algorithm, share data with the
local government for the purpose of conducting verification experiments

sibling can be admitted

Technology:

Result:

Unique matching technology based on game theory realizes
allocation that meets applicants’ needs to the maximum
extent possible

Able to finish allocation work that would normally take 20 to
30 people days to complete, in only a few seconds

Data perspective

* The solution uses a mathematical optimization Al algorithm (instead of

a statistical machine learning Al), so it contains no models built from
resident data

System development
perspective

+ Algorithms whose effectiveness was confirmed through verification

* The Business Development Division incorporates the algorithm

experiments are transferred from the Research Division to the
Business Development Division

concerned into the product.
Itthen develops and provides logic to meet the difficult requirements of
the local government (ensuring fairness, protecting privacy, etc.)

Provision of Al
software and Al
models to end users

+ Fujitsu sells nursery school Al admission screening software

* The local government personnel use the software to derive admission

containing Al functionality to the local government

screening results based on the diverse wishes of applicants (for
example, keeping siblings at the same school, or prioritizing the
admission of the older sibling)

(Future vision) Unique Al supply chain elements

+ Al-specific audits will be required for elements involving the boundaries between each stakeholder

= The role of Al operators will become important, as changes during operation will become an issue

- Handling of lifecycles (iterative processes) will become important (for example, whether a contract allows for data
to be reacquired)

Quality assurance issues during Al operation

Issue Response

Obsolete of Al models due to trends in input data during
operation and changes in external environments
(reduced model accuracy)

Accuracy must be monitored through periodic labeling

Reduced accuracy or overlooked abnormal conditions

(accuracy monitoring)

Track change trends in input data, and automatically estimate Al accuracy

Frequent maintenance required to maintain high
accuracy

restoration)

Prevent reduced accuracy by not additional labeling existing models (automatic

Enormous cost of retraining

(relearning support)

Reduce amount of data requiring relabeling through automatic label estimation
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m Overview of presentations and exchanges of opinions at interviews

o In order to promote Al ethics, the company believes that it is important to follow its own rules
appropriately and to engage in continuous efforts to disseminate Al ethics both inside and outside the
company. Toward that end, the company established its "Al Ethics and Governance Office" directly under
the company president, in February 2022.

o It is difficult for a single business operator to act independently with regard to Al, and it is important to
collaborate with a large number of stakeholders. The company sees Al supply chains as similar to
conventional supply chains, just with added unique elements to enable Al

o The company believes that discussions of Al supply chain practices can be limited to those typical of
major transactions. With regard to the distribution of algorithms, there are cases where the company
provides these to other companies, and cases where the company receives these from other companies.
With regard to the distribution of data, in most cases data is prepared by the company's users or joint
research partners. In some cases, the company purchases data and resells it to other companies, but this is
rare.

o Legal requirements in Al supply chains are mostly the same as those in conventional supply chains. The
company is not currently aware of any special legal requirements required for Al, due to the limited nature
of transaction patterns. With regard to contractual measures, if the data subject is an individual, procedures
such as obtaining consent are already being carried out within existing frameworks. However, technical
limitations and ethical issues must be addressed jointly with users. When the company obtains data from
data collectors, it guarantees the data by representing and warranting the legitimate authority, etc. of the
data collectors in contracts, and conducting audits as necessary.

o As an example of the company providing an algorithm to another company (automatic analysis of
measurement data), the user company collects and annotates data, shares this data with the company based
on a joint research contract, and then the company develops an Al model. From a system development
perspective, the company uses data from the user company to develop an Al model and Al software with
this model embedded, and then provides a license to the user company. The user company develops
software with the provided Al software embedded, and then sells this to its end users.

o As an example of the company receiving an algorithm provided by another company and using it to
provide a service (translation service) to other users, during the product development stage the partner
company uses its own data (which cannot be accessed by the company), and end users of the service
upload files to the company's cloud and download the created translations, after which the uploaded data
and translations are deleted. From a system development perspective, the company provides its own
service incorporating the service of a partner company, with quality guaranteed by the partner company.

o As an example of the company developing an algorithm (for nursery school admissions) and providing it
to other parties (local governments), data is shared in order to verify the algorithm and its effectiveness
during verification experiments. However, the model does not incorporate resident data because it uses a
mathematical optimization algorithm rather than a machine learning algorithm. From a system
development perspective, the company transfers algorithms (with effectiveness verified during verification
experiments) from the Research Division to the Business Division, and sells the software with embedded

Al functionality for use by the end user.
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o The company believes that it is important to apply technology in addressing challenges unique to Al
supply chains. As for issues such as reduced accuracy, the operator has an important role in performing
monitoring and correction, and this requires supporting technology. For example, the company is
developing technology related to quality assurance in order to help prevent performance degradation
during operation. The company believes that applying this technology throughout the supply chain will be

a step toward resolving the unique challenges of Al.
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Al Data Consortium (AIDC): Data use, issues, and initiatives

Overview of major initiatives related to Al supply chains

Initiative

Importance of taking
responsibility

Overview |
It is necessary to respond to issues such as changes in the value of
data, the increasing complexity of data transactions and contracts, the
increasing complexity of sales channels and rights, and the increasing
importance of responsibility in software development, by promoting the
use of Al.

Data and intellectual
property

It is important to remain aware of intellectual property rights protected by
laws and regulations (Copyright Act and Unfair Competition Prevention
Act), and to protect one's own rights with contracts.

Construction of a
data distribution
platform

In March 2022, the organization established a data distribution platform
called "AIDC Data Cloud", and developed data transaction mechanisms
(contract templates for various sales channels, data catalogs for
historical information, and flexible billing models [duration-based, one-

time, volume, and revenue sharing]).

e Issues surrounding Al and data

- There are many issues to resolve with Al research, open innovation, and solution

development (commercialization), including fragmented data

providers, different licensing concepts, personal information, and

. . . . Solving social
linking with computational resources

> Standardize contract processes for providing and utilizing data
and establish a foundation for sharing data Bisinss
> Develop data utilization models that take personal information and

privacy into consideration

> Develop a sustainable data utilization foundation by developing diverse data stores and

data business transactions

=> Promote solutions to social issues through trouble-free data distribution

- Help solve social issues with Al

> Link Al research with efforts to solve social issues by providing various kinds of data and

establishing a foundation for sharing data
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Example: Improving communication between people with disabilities and people without

=
There is no aulomalic speech recognition (ASR) Many supporters feel that the speech of people with The goal is to collect conversation data and use
engine that can recognize the speech of people with speech difficulties has something in common, the latest Al research to support the
cerebral palsy or hearing impairment communication and social participation of

disabled persons with speech difficulties

e Collaborative partners/observers

Intellectual property, contracts, data Research, solutions
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e Increased importance of taking responsibility: Data, responsibility, and intellectual property
- Data sales contracts changed by Al (data transactions and contracts becoming more
complicated due to the value of data being changed through business use of Al)

Data Learning Al Business creation

Complex sales channels and rights

Libraries

End users

Components



- Clear products and responsibilities
Software development and responsibility
= T_._ 15
= » » 5 » @ »

Data Analysis Algorithm Implementation Incorporated
I ] | I | - ’

Warning/description
display

- Al business utilization and accountability

Watson

= We are entering a new = Why did you do that?

age of Al applications = Why not something else?
Machine learning is the Sensemaklng Operatlons * When do you succeed?

core technology

* When do you fail?

Machine learning
models are opaque,
non-intuitive, and
difficult for people to
understand

* When can | trust you?
* How do | correct an error?

DARPA - The Needs for Explainable Al

- Data history management changed by Al
> Work history requiring traceability

> Annotations due to errors and malice, which are difficult to eliminate

Worker identification and assurance is becoming
increasingly important
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- Responsibility required for data changed by Al

Responsibility and systems using Al

» @ » [

Data Annotation Learning Implementation Incorporated

>
I N
- — Defect Warning!description
display

- Al utilization, assurance, and data

> Assurance levels required for data that varies by application

Level 1 Level 2 Level 3

The impact of using Al can be The impact of using Al can be The use of Al may impact health
surmised, and it is allowable only surmised, and it can be or social rights, or it is difficult to
for users. compensated for or recovered. compensate for or recover.
- Value evaluation of data changed by Al Data breakdown, quality, and
> Value that changes over time market value

> Value that differs by distribution

II Em —— -
1

2 3 4

e Data and intellectual property
- Important points for Al vendors and engineers to keep in mind
> For data provided on platforms, if the data is categorized as a "database" as defined under
the Copyright Act or as "shared data with limited access" under the Unfair Competition
Prevention Act, then the intellectual property rights exist in the provided data
> Protection method other than legal protection
v Itis important to protect one's own rights by establishing rules on rights and obligations in
contracts
v It is important to distribute annotation and cleansing data based on certain rules, on certain

trusted platforms
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Initiative [1]: Construction of a data distribution platform

m Controlling the use of external data is becoming increasingly important. In response, the
organization established a data distribution platform called "AIDC Data Cloud" in order to
develop data transaction mechanisms that assume the use of Al (March 2022).

o Control of external data utilization becoming increasingly important

Have rights and
personal information
been clarified? Is
accountability
possible?

= &
s ® €

o "AIDC Data Cloud" data distribution platform

famasnem : ‘e

Framework for data transactions assuming required Al use

R°

— Data sales History and Value of data varies
contracts that assurance required by time and
differ by sales for data breakdown

Data distribution realizing "AIDC DataCloud"

2= Contract templates for
S various sales channels

l{l‘?ﬂ Data catalogs for history

information U ‘.I s ‘M/‘ “
Flexible billing 2] : ~ 4

2
€8 model Period Revenue
sharing

Single use  Volume
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m Overview of presentations and exchanges of opinions at interviews

o Outside of Japan, an extremely high amount of data is being distributed, and solutions are being provided
to solve social issues in various areas. However, this is not the case in Japan, where progress has yet to be
made in the distribution and utilization of data. The organization is working to solve social issues by
utilizing data and AL

For example, it can be difficult for people other than supporters to understand what is being said by
individuals with cerebral palsy or hearing impairment. The organization is interested in using Al to solve
such issues, under the assumption that there must be some common points or correlations.

o The organization is engaged in work related to research on intellectual property and Al, data collection,
and the construction of a data platform, and is promoting these initiatives in cooperation with various
universities, research institutes, and government organizations.

o Traditionally, transactions have been based on the assumption that data is simply consumed. However,
with Al and machine learning, models trained using data are incorporated into components, libraries, and
services, etc., which are then included in solutions to create new businesses. How data is distributed and
the value of data are therefore likely to change from assumed patterns as more organizations make use of
Al and machine learning.

o There are various sales channels for technology patents, such as introducing a particular technology into a
component or library for use in a final product, or selling this to another manufacturer for use in a final
product. The contract process would become very complicated in such cases, depending on conditions
such as the unit price of the final product and the number of units sold. Sales channels and contracts for
data assumed for use in Al and machine learning have characteristics similar to those of technology
patents, and so they face similar issues. However, there is no appropriate contract model in this area.

o Product responsibilities are similar to those for software in some respects. However, unlike with software,
the issue of model accountability has yet to be solved for Al and machine learning.

o Biases in the quality of Al and machine learning are often caused by data. However, if data annotation
(labelling) is outsourced, one cannot rule out the possibility of a malicious operator. The organization has
examined how to take responsibility and how data transaction contracts should be written, if such an issue
should occur.

o With regard to data distribution, the value of data often changes depending on the degree of data bias and
the passage of time. For example, natural language processing requires dialect data and data on the elderly,
on a daily basis. However, this data is difficult to obtain, and is therefore valuable in the data distribution
market.

o Data is generally subject to general controls in information systems. However, as more organizations begin
applying Al and machine learning solutions, it will become important to ensure control and accountability.

o There is a need for a data distribution transaction platform to meet these needs, and the organization has
been promoted initiatives to build a platform for data transactions and contracts. In March 2022, the
organization built a platform for data transactions (AIDC Data Cloud) and began providing services.
There is a wide variety of usage cases with respect to contracts and billing models, so the organization is
currently working with others to implement mechanisms for tasks such as creating dynamic contract
templates. The data platform can also be used to what was used as a basis for labelling data, as well as the

historical trail of development data.
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